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Summary and Recommendations 

NATO's 2022 decision to integrate Chemical, Biological, Radiological and Nuclear (CBRN) Defence into 

its broader deterrence and defence posture reflects an important strategic assumption: defensive 

capabilities can influence adversary decision-making before an attack occurs. While CBRN defence has 

traditionally been viewed as a protective function focused on reducing casualties and restoring 

operational effectiveness, it warrants continued study as the modern battlefield continues to evolve 

rapidly. This study examines whether CBRN defence can function as a form of deterrence by denial, under 

what conditions it does so, and where those conditions break down. It develops a four-criteria framework 

based on visibility, credibility, denial mechanism and attribution/escalation effect and applies it across 

six core components of CBRN defence. The analysis combines deterrence theory, strategic signalling 

literature, expert interviews and comparative assessment of three distinct applications of the paper's 

framework: Russian chemical weapons use in Ukraine, the Iran-Iraq War and NATO's contemporary CBRN 

posture.  

Key Findings 

CBRN defence can contribute to deterrence by denial, but rarely in an absolute form: 

The evidence does not support a binary distinction between deterrence success and deterrence failure. Defensive 

capabilities are more likely to reduce utility, constrain escalation and shape adversary choices than completely 

prevent CBRN use. 

Ukraine demonstrates constrained escalation rather than deterrence success or failure: 

Russian forces repeatedly employed toxic chemicals while refraining from publicly confirmed escalation to large-

scale lethal chemical warfare. Defensive measures, attribution mechanisms and political consequences increased 

the risks associated with escalation but did not eliminate the military utility of lower-level chemical employment. 

The absence, rather than failure, of deterrence can be illustrated by the Iran-Iraq War: 

Iraq faced few meaningful defensive constraints, attribution generated little political consequence and Iranian 

protective capabilities remained inadequate for much of the conflict. The case demonstrates that deterrence 

cannot fail where the necessary conditions for deterrence were never established. 

NATO's principal challenge is communication: 

The Alliance possesses substantial CBRN defence capabilities, including deployable laboratories, multinational 

response structures, specialised institutions and recurring exercise programmes. However, much of this 

architecture remains visible primarily within specialist communities. Capabilities that are not understood by 

adversaries cannot achieve their full deterrent value. 

Deterrence effectiveness depends on the adversary: 

The same capability may generate different effects against different actors. Attribution mechanisms appear more 

relevant against actors sensitive to international legitimacy, such as China, than against actors more willing to 

absorb reputational costs, such as Russia, Iran or North Korea. 
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Recommendations 

Expand whole-of-force CBRN defence readiness: 

Demonstrating readiness across conventional formations may be more strategically valuable than demonstrating 

excellence within specialist communities alone. Consistent whole-of-force resourcing of CBRN defence measures 

is paramount to maintaining a credible and coherent deterrence signal. 

Integrate CBRN conditions into major Alliance exercises: 

To reinforce the deterrent effect of overall force preparedness, CBRN scenarios should become an increasingly 

routine feature of large-scale NATO exercises rather than remaining principally concentrated within specialist 

events. Adversaries must see that Allied forces can continue operating under contamination. 

Treat national and Alliance-wide strategic communication as a deterrence capability: 

NATO's CBRN posture is stronger operationally than it appears strategically. Greater emphasis should be placed 

on communicating preparedness, resilience and operational continuity to both adversary and domestic audiences. 

Strengthen the link between attribution and consequence: 

Detection and forensic capabilities have advanced considerably. The weaker element in the attribution chain 

remains the political and legal process that converts attribution into timely and credible consequences. 

Reinforce whole-of-society approach to CBRN defence: 

As demonstrated in this paper, CBRN threats are not confined to the warfighting force and may have significant 

consequences for civilian populations, which may be deliberately targeted. Civil-military preparedness should 

therefore remain in consideration, drawing on whole-of-society resilience models and total defence concepts. 

Greater societal resilience reduces the political and psychological effects that a CBRN attack may be intended to 

produce. 

CBRN defence should be understood not only through its force protection function, but also as a 

contributing element of deterrence. Its deterrent value lies in reducing the effects of an attack and in 

shaping adversary expectations before an attack takes place.
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1. Introduction 

In 2022, with the release of new CBRN defence policy, NATO formally emphasized the role of chemical, 

biological, radiological, and nuclear (CBRN) defence in its deterrence and defence posture. (NATO, 

2022b) This reflected a significant shift in how the Alliance conceptualizes the relationship between 

defensive capabilities and strategic signalling, which only amplified with conflicts such as Russia’s war 

against Ukraine, in which toxic chemicals have been used since the full-scale invasion of 2022. While 

largely technical in its framing, the 2022 CBRN Defence Policy carries a broader claim: that 

comprehensive and credible CBRN defence capabilities can reduce the advantage an adversary might 

expect from acquiring or using weapons of mass destruction. 

In a world of increasing geopolitical tension, the threat of chemical, biological, radiological, and nuclear 

weapons can no longer be treated as a contingency of the distant past (Hilmas, 2005). During the civil 

war in Syria, chemical attacks in Syria have killed hundreds of civilians (Human Rights Watch, 2013). In 

2018, Russian military intelligence deployed a Novichok nerve agent on British soil in Salisbury (Defence 

Science and Technology Laboratory, 2025). Since Russia's full-scale invasion of Ukraine in February 

2022, Ukrainian authorities have recorded over 13,300 chemical incidents attributed to Russian forces, 

a tally drawn from Ukrainian government reporting that, while not fully independently verified, 

nonetheless represents a striking figure (Ministry of Defence of Ukraine, 2026). The longstanding taboo 

against the use of CBRN weapons, though not equally robust across all four constituent categories, has 

long been treated as one of the cornerstones of the international security order, and is now under 

sustained and growing pressure. 

Yet the dominant response to this pressure has been predominantly reactive, focused on attribution and 

condemnation after the fact. Far less attention has been paid to a prior question: can CBRN defence 

capabilities help deter actions of the adversary? This paper argues that CBRN defence can 

contribute to deterrence by denial when defensive capabilities are visible, credible, operationally 

relevant and connected to attribution or escalation mechanisms. The central question is therefore under 

what conditions do CBRN defence capabilities contribute to deterrence by denial, and how do they do 

so against different types of adversaries? While the dominant rationale developed throughout the paper 

is the one of denial, one channel within the analytical framework, attribution, demonstrates that this logic 

cannot always be cleanly separated from deterrence by punishment. This distinction will be addressed 

directly later in the text. 

The central argument presented here is that CBRN defence, when visible and credible, functions as a 

strategic signal. It communicates to a potential adversary that the expected gains from a CBRN attack 

will be reduced or denied altogether, altering the cost-benefit calculus before the decision to attack is 

even made. When capabilities are not seen, understood, or believed, they do not deter. The strategic 

value of CBRN defence lies beyond what it can do, that is, in what an adversary believes it can do. 

This paper examines how, and under what conditions, CBRN defence capabilities contribute to 

deterrence by denial. In doing so, it shifts the analytical focus from the material effectiveness of 

defensive systems to the way adversaries interpret those systems. At a moment when NATO is actively 

reinforcing its CBRN defence posture in response to Russian aggression, this perspective remains 

underdeveloped in both academic literature and policy discourse, which this research aims to change. 

1.1 Scope and Methodology 

The goal of the paper is to examine the deterrence signalling potential of CBRN defensive capabilities 

within the Euro-Atlantic security context. The analysis is bound to the defensive dimension of CBRN 

security, organized across six components: detection and identification, prevention measures, warning 

and reporting, protection measures, preparedness and consequence management, and recovery and 

resilience. Offensive CBRN employment falls outside the scope of the argument; so does nuclear 

deterrence as a discrete field of inquiry except where nuclear signalling dynamics bear directly on the 

perceptual environment in which CBRN defence operates. Non-Euro-Atlantic adversaries are addressed 

selectively with Russia as the primary case study, while Iran, China, North Korea (DPRK) and violent 
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non-state actors are examined in secondary contexts, rather than through comprehensive analysis. 

Being a prime example of CBRN use in an interstate war in modern history, the Iran-Iraq war and 

Russian invasion of Ukraine are analysed in the comparative assessment section of the paper, building 

upon the earlier profiles of Iran and Russia respectively. NATO’s signalling in the CBRN defence context 

is also examined using the same framework. This supports the assessment of diverse deterrence 

signals and their recipients, providing a baseline evaluation of the CBRN defence as a deterrence in a 

practical dimension. The four distinct components of “CBRN” are not evaluated individually, despite the 

clear differences in perception and effects,1 as the core arguments of this paper are applicable across 

the CBRN defence spectrum. 

The paper adopts a qualitative methodology. Its analytical framework evaluates each CBRN defence 

component against four criteria (visibility, credibility, denial mechanism, and attribution and escalation 

effect) applied through structured qualitative assessment rather than quantitative measurement. This 

approach reflects the subject matter: deterrence operates through perception, and the signalling value 

of a capability cannot be reduced to material indicators. Empirically, the paper draws on semi-structured 

expert interviews conducted with subject matter experts from diverse backgrounds, supplemented by 

analysis of NATO doctrinal documents, principally the Allied Joint Doctrine for Comprehensive Chemical, 

Biological, Radiological and Nuclear Defence (AJP-3.8), as well as open-source assessments of 

adversary posture and behaviour.  

The thirteen semi-structured expert interviews were conducted between May and June 2026 as one of 

three co-equal methodological pillars alongside doctrinal analysis and open-source review. 

Respondents were selected to ensure coverage across institutional, national and functional 

perspectives relevant to the paper's central argument. The group, some members of which were 

embedded at NATO’s Joint CBRN Defence Centre of Excellence (JCBRN Defence COE) at the time of 

writing, included serving and former NATO officials with responsibility for CBRN doctrine and capability 

development, senior military officers with operational CBRN experience across multiple Allied force 

structures, policy-level practitioners from think tanks and research institutions engaged with Euro-

Atlantic security, and specialists in civil preparedness and consequence management from outside the 

strictly military domain. Respondents are not identified by name in the analysis; they are referenced by 

institutional role or positional descriptor where relevant. The diversity of professional backgrounds was 

important, as differences between operational capability and strategic perception requires evidence from 

actors who inhabit both sides of that gap, a requirement which was reflected in the broader interview 

design. 

1.2 Limitations and Gaps 

Several limitations should be taken into account when interpreting this paper. The most fundamental is 

the unobservability of adversary perception. The central argument rests on a causal mechanism that is 

impossible to directly verify: the inferential chain between a visible defensive capability and a deterred 

course of action cannot be established through open-source evidence and behavioural proxies. Proxies, 

however instructive they may be, cannot isolate the contribution of denial-based signalling from the other 

variables operating within an adversary calculation simultaneously.  

The qualitative methodology carries analogous constraints. The four criteria framework produces 

structured comparative assessment and evaluative judgements about credibility or visibility. The primary 

evidence base reflects the access constraints inherent to this domain. Some interview respondents are 

currently or formerly institutionally embedded in the structures of the Alliance. Given that this paper 

examines NATO's CBRN defence posture, these interviews provided valuable practitioner insights, 

although they may also reflect viewpoints informed by narrow institutional experience. Classified 

assessments of the adversary perceptions remain unreleased to the public. These limitations mark outer 

boundaries of the study and do not invalidate the core argument. 

 
1 Nuclear weapons are typically understood as most destructive in both their effects and in their general 
perception, followed by biological, chemical, and finally radiological attacks. (Allison, Herzog, & Sukin, 
2026; Feltes, 2021; Lemyre et al., 2007) 
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2. Theory Base 

2.1. Definition of Deterrence 

Deterrence is a form of political power that aims to dissuade opponents from taking unwanted action 

through the manipulation of expectations. While there have been several different deterrence theories 

developed, two principal types emerge from the literature on this subject.2 Deterrence by punishment 

threatens costs severe enough that any aggression becomes irrational. The defender promises 

retaliation after the fact, making anticipated pain outweigh anticipated gains (Morgan, 2003), while 

deterrence by denial works by undermining the adversary’s expectation of success. As Snyder (1961) 

defined it, denial operates through “the capability to deny the other party any gains from the move, which 

is to be deterred.” The two strategies engage the adversary’s calculus at subsequent points: punishment 

conditions the decision by threatening consequences that follow; denial conditions it by restructuring the 

adversary’s assessment of what the action can achieve.  

The boundary between the two is less sharp than classical literature implies. Lupovici (2023) 

demonstrates that coercive instruments can simultaneously deny tactical utility and raise the subjective 

cost of attack, collapsing the distinction into a single act. Investment in detection, medical 

countermeasures or decontamination capacity simultaneously reduces the operational effects of 

adversary CBRN attack; it also signals preparedness in ways that alter the adversary’s pre-attack 

assessment. CBRN defence deterrent potential operates across both logics, and the task is to 

understand which pathway predominates under which conditions. 

2.2. Role of Perception 

A central consideration for this paper is that any form of deterrence is about perception, not capabilities 

alone. Capabilities that are not perceived do not affect the adversary’s risk calculus, regardless of their 

objective quality (Davis, 2014). This can be a double-edged sword as deterrence can fail even when 

defender is better prepared than is visible to the adversary, but can also succeed even with incomplete 

capabilities, provided those create sufficient uncertainty in the adversary’s mind. As Paul K. Davis (2014) 

notes, adversaries operate under bounded rationality; they rely on heuristics, misread ambiguous 

signals and tend to underestimate defensive elements that are difficult to observe. The strategic value 

of CBRN defence lies in what an adversary believes it can do.  

Not all visible capabilities matter equally and identifying which matter most is precisely what this paper 

sets out to examine. Snyder’s (1961) framework treats the aggressor’s decision as a product of a “risk 

calculus,” judgement about the probability of achieving objectives against perceived costs. Davis’s 

(2014) cognitive model extends this by accounting for non-rational factors: worst-case fears, best case 

scenarios and the decision-maker risk tolerance. Together, these two frameworks provide the primary 

underlying theoretical lenses of this paper, applied to the specific domain of CBRN defence. This 

research evaluates which of the CBRN defence components are most visible, most credible, and most 

comprehensible to a potential adversary, and therefore most likely to contribute to deterrence by denial. 

2.3. Strategic Signalling and the logic of Deterrent Communication 

The perceptual nature of deterrence raises a problem that CBRN defence literature has not engaged 

carefully: the mechanism by which a defender converts capability into adversary belief, and the 

conditions under which that conversion alters behaviour before any decision to act has been taken. 

Signalling theory supplies the analytical bridge between material preparedness and deterrent effect, 

underlying that the strategic utility of CBRN defence depends as much on how a capability is transmitted 

as on how it physically performs. 

 
2 Some of the alternative taxonomies for different types of deterrence include general versus immediate, 
direct versus extended, or active versus passive. (Mazarr, 2018; Tertrais, 2021) 
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Fearon (1997) draws the foundational distinction between costly and costless signals. A production of 

signal that places a financial, organisational, or reputational cost on the sender carries high credibility 

precisely because it is not trivial to fake. An adversary observing massive multinational exercises, 

systematically procured detection and decontamination equipment, or institutionalized CBRN defence 

units across Alliance forces is not simply being shown a capability. They are being shown behaviour that 

would be irrational to sustain without genuine commitment, separating a credible deterrent signal from 

declaratory posturing: the former is embedded in visible, resource-intensive activity that a rival can price 

into their own planning assumptions, the latter can be dismissed at no analytical cost. Investment in 

protective systems that remain invisible to the adversary, confined to classified channels, or 

demonstrable only under actual combat conditions produces no deterrent effect, regardless of material 

quality. Exercises differ because they are demonstrable in peacetime, which is precisely why they carry 

signalling weight that classified or combat-only capability cannot. However, the mere conduct of 

exercises is insufficient, and for them to have the desired impact on adversary calculus, they need to be 

publicized effectively in ways that account for the priorities, perceptions, and decision-making processes 

of the intended audience. 

Schelling's treatment of focal points and commitment adds a further dimension (Schelling, 1960).      

Signals do not carry meaning in isolation. They are read against a history of past conduct, doctrinal 

consistency, and intra-alliance coordination. A capability displayed once, in a single exercise or 

procurement cycle, carries far less inferential weight than one repeated across varied contexts and 

consistent with published doctrine. For CBRN defence specifically, this means the strategic weight of 

any single component, whether detection systems, medical countermeasures or decontamination units, 

depends partly on how well it aligns with a broader, visible posture. Fragmented or episodic 

demonstrations reveal the limits of commitment as much as they reveal capability itself. The Euro-

Atlantic community carries a layer of difficulty that single states do not face as coherence has to hold 

both within and across national contributors. A signal that is consistent inside one member state's force 

but absent or contradictory in another's creates, at the alliance level, the exact kind of ambiguity an 

adversary can exploit. This is particularly significant for NATO, where coherent messaging is crucial to 

maintain a consistent and credible deterrence effect across the Alliance. 

Press (2005) complicates this picture further, arguing that adversaries weigh observable behaviour and 

present interests more heavily than historical reputation when judging the credibility of a deterrent threat. 

What a defender invested in the past matters less than what the adversary can infer about its current 

posture and political intent. This carries an uncomfortable implication for CBRN defence as a signalling 

device: past investment remains strategically meaningful only for as long as it is legible in present force 

structure, doctrine, and practice. A capability that is allowed to atrophy, or that is maintained without 

visible exercise, effectively ceases to exist from the adversary's analytical standpoint. Deterrent effect 

must therefore be reproduced continuously by the behaviour surrounding a capability, not assumed from 

the fact of its original acquisition. This in turn requires sustained investment into resourcing of CBRN 

defence capabilities and their maintenance. Without such commitment, the credibility of consistent 

deterrent messaging may risk erosion as adversaries update their assessments. 

A separate issue concerns the handling of ambiguity, which functions differently in a signalling context 

than in an operational one. Under bounded rationality, adversaries given only partial information about 

a defensive system tend to default to worst-case assumptions about their own prospects (Davis, 2014). 

A defender that discloses enough to establish the existence and general reliability of its CBRN defence 

capability, without revealing the specifics of how those systems work, may achieve greater deterrent 

effect than one that pursues full transparency. The adversary's uncertainty about the upper limit of 

defensive effectiveness becomes, in this sense, a strategic asset: it induces a caution that complete 

disclosure would not produce. The difficulty lies in calibration. Disclosure must be precise enough to 

shape adversary expectations without handing over the technical or organisational detail needed to 

identify and exploit weaknesses in the defence. For example, a state might publicise that its chemical-

agent detection systems have been validated in an exercise under Arctic conditions, while withholding 

information on the precise temperature ranges, performance thresholds, or operational limitations 

involved. This is a problem of strategic communication as much as one of security classification, and it 

is one the CBRN literature has not yet fully addressed. 
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Signalling theory has been developed at length for nuclear posture, conventional force deployments, 

and coercive diplomacy, contexts in which the signal is comparatively concentrated: a missile test, a 

carrier deployment, a declared red line. CBRN defence is not conducted in the same way. Its signal is 

distributed across six functionally distinct domains - detection, prevention, warning, protection, 

consequence management, and recovery - each carrying its own visibility, credibility, and consistency 

requirements, and further fragmented across the national contributions to the Alliance. The literature has 

not asked what happens to defensive deterrent signalling when the signal itself is dispersed, nor how 

an adversary aggregates partial and unevenly legible signals from thirty-some allied force structures into 

a single judgement about whether CBRN use would still produce a tactical or political advantage. That 

is the specific gap this section addresses, and it is also the reason a structured, multi-criteria framework 

is required rather than the single-signal logic that dominates the classical deterrence literature. 

Snyder's definition of denial, addressed earlier, establishes what a defender must achieve substantively: 

the removal of an adversary's expected gain. Taken together, the conclusions of Fearon, Schelling, 

Press, and Davis establish how a defender ensures that achievement is registered by an adversary 

rather than remaining a latent, unobserved fact. The analytical framework developed in the next chapter 

joins these strands. Each of the four established criteria determines whether a given CBRN defence 

component reduces an adversary's expected gain, and whether that reduction is visible and credible 

enough to be priced into adversary calculations before any decision to attack military of civilian targets 

is made.  
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3. Mechanism: How CBRN Defence 

Creates Deterrence 

As outlined in the previous chapter, deterrence by denial operates through the manipulation of an 

adversary’s expectations about the effectiveness of coercive action. Rather than relying on the threat of 

retaliation, it seeks to shape the perceived relationship between effort and outcome. An adversary is 

deterred when the anticipated benefits of attack no longer justify the resources expended or the risks 

incurred. The mechanism depends on the adversary’s assessment of whether a given instrument of 

force will achieve its intended objective (Wilner & Wenger, 2020). Denial-based deterrence shifts the 

temporal focus forward. It addresses the expected utility of the attack itself, that is whether the attack 

will produce meaningful effects in the first place. Classical deterrence theory has tended to privilege 

punishment, particularly in the nuclear domain, where the credibility of retaliation can be demonstrated 

through force posture and declaratory policy. Denial inverts that logic. It acts on the adversary's calculus 

before the decision is made, not after. 

The mechanism through which CBRN defence contributes to deterrence by denial operates along three 

pathways. The first is the reduction of expected operational effectiveness. Protective equipment, 

detection systems, medical countermeasures, and decontamination capabilities collectively reduce the 

impact that CBRN weapons are designed to produce. Their cumulative effect is to degrade the 

operational and psychological returns that underpin the strategic appeal of CBRN use. A chemical strike 

intended to induce panic or disrupt military operations may fail to generate those effects if defensive 

measures are integrated and functional (NATO, 2022 b). The adversary's anticipated gain diminishes 

before the first decision to employ is made. The Royal United Services Institute has noted that the ability 

of Ukrainian forces to defend against chemical attack, including access to effective respiratory 

protection, featured significantly in Russian calculations about whether to escalate chemical use beyond 

riot control agents (RCAs) (Phillips & Crouch, 2023). 

The second pathway is the amplification of outcome uncertainty. Even where defensive systems 

are imperfect, their presence complicates adversary planning by introducing variability in effects, timing, 

and escalation dynamics. An adversary cannot reliably predict the consequences of CBRN use against 

a prepared defender. That unpredictability depresses expected utility independently of whether the 

defence would, in practice, succeed (Davis, 2014). Uncertainty about outcome is therefore itself a 

deterrent. As Davis demonstrates through his cognitive model of adversary decision-making, uncertainty 

about defensive effectiveness tends to push adversaries toward worst-case estimates of their own 

operational success, potentially reducing the attractiveness of CBRN employment even when the 

attacker holds material advantages. 

The third pathway operates through attribution and response credibility, and it is here that denial-

based and punishment-based deterrence logics are blurring the line. Improved detection, monitoring, 

and forensic capabilities increase the probability that responsibility for a CBRN attack will be established. 

That raises the anticipated risk of political, economic, or military consequences such as sanctions or 

punitive international military action; consequences the adversary must factor into its calculus before 

acting. The US Government, for example, has formally designated deterrence through attribution as a 

primary policy instrument against biological weapons use, with forensic science serving as its 

operational foundation (Federation of American Scientists, 2016). The US Government Accountability 

Office has similarly identified chemical forensic attribution as a direct deterrence mechanism: the ability 

to trace agents to their source raises the anticipated costs of use and constrains the adversary's 

expectation of operating without accountability (GAO, 2020). The deterrent effect is not produced by 

retaliation itself but by the credible prospect that retaliation becomes possible. Detection and 

identification capability, in this sense, is not merely a defensive asset. It is a precondition for punishment-

based deterrence to function at all. However, the effectiveness of attribution as a deterrent depends on 

practical conditions. Establishing responsibility requires the timely acquisition and preservation of intact, 

uncontaminated samples, and difficulties in doing so may influence the deterrent effect of attribution 
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findings. Moreover, as the examination of adversaries and case studies later in the paper suggests, the 

deterrent value of this pathway is not uniform and could be further degraded based on adversary 

priorities, posture, or sensitivity to international condemnation. 

The deterrent effect across all three pathways arises only when these capabilities are recognised by the 

adversary and incorporated into their planning assumptions. Material capability alone is insufficient. The 

adversary must form a belief about the likely performance of those capabilities under conditions of use. 

That belief is shaped through observation of exercises, doctrinal publications, procurement patterns, 

and alliance coordination, all of which may be deliberately managed to reinforce it (Lander Finch, Arick 

& Skaluba, 2023). It is shaped, too, by prior cases. The war in Ukraine has provided a live demonstration 

of the relationship between CBRN preparedness and adversary behaviour: the documented escalation 

in Russian chemical weapons use correlates with periods of diminished Ukrainian detection and 

protective capacity, while Russian restraint from more toxic agents has been partially attributed to 

uncertainty about the effectiveness of Ukrainian defensive measures (Phillips & Crouch, 2023). 
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4. Analytical Framework 

The preceding two chapters clearly suggest that deterrence by denial rests on two conditions that must 

hold jointly. A defending state must possess defensive capabilities, and they must be able to alter 

adversary calculus before any decision to attack is made. Existing doctrinal material, principally NATO 

AJP-3.8, addresses neither condition directly. It organises and sequences CBRN defence functions: 

how detection is conducted, how decontamination is prioritised, how command authority for 

consequence management is assigned. Crucially, it does not address whether, or under what conditions, 

an adversary observing these functions would revise its expectations about the costs and benefits of 

CBRN employment. While doctrine answers an operational question, this paper examines a perceptual 

one by developing a framework combining the two dimensions. The first portion identifies six functional 

elements of CBRN defence. The second evaluates each element against four criteria derived from the 

preceding discussion on theory: visibility, credibility, denial mechanism, and attribution and escalation 

effect. Together they allow assessment not only of what capabilities exist, but whether those capabilities 

contribute to deterrence by denial. 

4.1. Conditions for Effective Deterrence 

For CBRN defence capabilities to function as an effective deterrent signal, several conditions must be 

satisfied. These conditions relate to the characteristics of the adversary, the channels through which 

information is conveyed, and the internal coherence of the signal itself. 

The first condition concerns the adversary’s capacity for strategic calculation. Denial-based 

deterrence presumes that the adversary evaluates the expected utility of different courses of action and 

updates those evaluations in response to new information. This assumption is more readily satisfied in 

the case of state actors, particularly those with established military planning processes and intelligence 

capabilities. Near-peer competitors such as Russia and China monitor NATO exercises, doctrinal 

developments, and procurement decisions with a high degree of attention. Signals embedded in these 

activities are therefore likely to be observed and interpreted within a structured analytical framework. 

Non-state actors present a more variable case. Some possess organizational structures and strategic 

objectives that allow for rational calculation, such as Hezbollah or previously the Provisional Irish 

Republican Army (PIRA). Others operate with shorter time horizons or place greater weight on symbolic 

effects. For these actors, the relationship between defensive capability and deterrence is less direct. A 

capability that reduces casualties may not deter an actor that seeks attention or ideological impact. 

Signalling strategies in this context require different calibration, with greater emphasis on disrupting 

operational pathways and limiting opportunities for exploitation rather than shaping cost-benefit 

calculations in a conventional sense. 

The second condition concerns communication. Capabilities must be conveyed through channels 

that the adversary monitors and considers credible. Public exercises, official statements and observable 

patterns of deployment all serve this function. Communication implies the consistent presentation of 

capability in a manner that allows the adversary to form stable expectations. In the absence of such 

communication, capabilities risk remaining strategically inert. 

Consistency over time constitutes a third condition. Signals that fluctuate or appear episodic are 

more likely to be discounted. Regular training cycles, sustained investment, and integration into broader 

defence planning contribute to a perception of permanence. This is particularly relevant in alliance 

settings, where coordination among multiple actors can introduce variability. Coherent signalling 

requires alignment across national and institutional levels, so that the adversary encounters a consistent 

message rather than a set of disconnected indicators. 

A final condition is based on the management of ambiguity. Some degree of uncertainty is inherent 

in any signalling process, but excessive ambiguity allows the adversary to interpret signals in a manner 

that preserves their prior expectations. If defensive capabilities are presented in vague or inconsistent 

terms, the adversary may discount their effectiveness or assume that they can be circumvented. Clear 

articulation of capability boundaries and intended effects reduces this risk. At the same time, complete 
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transparency is neither feasible nor desirable. The objective is to provide enough information to shape 

expectations without exposing vulnerabilities. 

These conditions vary across contexts. State adversaries with advanced intelligence capabilities are 

more likely to detect and process detailed signals, while non-state actors may respond only to more 

immediate and observable measures. The implication for Euro-Atlantic states is that the problem is not 

primarily one of capability acquisition, as existing CBRN defence assets are substantial. The challenge 

lies in their presentation and integration into a coherent signalling strategy that aligns material capability 

with adversary perception. 

4.2. Four Criteria 

The analytical approach adopted in this paper assesses components of CBRN defence against four 

interrelated criteria, designed to capture the conditions under which defensive capabilities translate into 

effective deterrence signals, rather than remaining latent assets with limited strategic impact. Those 

criteria are visibility, credibility, denial mechanism and attribution/escalation effect. 

Visibility concerns the extent to which a capability is observable to an external audience. 

Capabilities that remain concealed or are only evident within classified channels have limited influence 

on adversary expectations. By contrast, capabilities that are demonstrated through multinational 

exercises, reflected in publicly accessible doctrine, or integrated into routine military activity are more 

likely to enter the adversary’s informational environment. Visibility does not require full transparency. It 

requires sufficient exposure to allow the adversary to infer the existence and general characteristics of 

the capability. In the Euro-Atlantic context, large-scale exercises and Alliance-level coordination provide 

a recurring mechanism through which such exposure occurs. For example, institutions such as NATO’s 

JCBRN Defence COE in Vyškov, which conducts multinational training, provides support to exercises, 

or contributes to doctrinal development, serve as a visible manifestation of sustained allied investment 

in CBRN preparedness.  

Credibility refers to the degree to which observed capabilities are assessed as reliable and 

operationally meaningful. An adversary may discount visible capabilities if they appear symbolic, 

under-resourced, or disconnected from broader force structures. Credibility is strengthened through 

institutionalization, including dedicated units, established command arrangements, and regular training 

cycles. Interoperability with allied systems further reinforces credibility by signalling that capabilities can 

function in coalition settings, which is particularly relevant in the NATO context. The distinction between 

nominal and effective capability is central here. Signals that fail to convey operational readiness are 

unlikely to alter adversary calculations in a sustained way. 

The denial mechanism captures the specific pathway through which a given capability reduces 

the expected benefits of a CBRN attack. Different capabilities affect different dimensions of potential 

gain. Early detection systems may limit exposure and reduce casualties. Medical countermeasures may 

lower fatality rates and shorten recovery times. Decontamination units may restore operational continuity 

by enabling forces or civilian infrastructure to resume activity more quickly. Public warning systems and 

available protective equipment may reduce panic and maintain social order. Each of these mechanisms 

targets a particular objective that an attacker might seek to achieve, whether that objective is military 

disruption, coercive signalling, or societal destabilization. The analytical task is to map capabilities onto 

the benefits they negate, rather than treating defence as a homogeneous category. 

The attribution and escalation effect addresses the relationship between defensive capability 

and the clarity of responsibility for an attack. Certain elements of CBRN defence, particularly in the 

biological or radiological domains, include forensic and analytical capacities that can assist in identifying 

the source of an incident. Improved attribution reduces ambiguity, which in turn affects escalation 

dynamics. An adversary that expects to be identified with a high degree of confidence may anticipate a 

more direct and calibrated response. At the same time, clearer attribution can constrain the defender by 

narrowing the range of plausible responses and increasing the political salience of escalation decisions. 

The signalling effect therefore operates in both directions. It shapes the adversary’s expectations about 

concealment and denial, while also structuring the defender’s options once an incident occurs. When 

discussing attribution, strategic objectives of different adversaries need to be considered as in some 
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cases, they may want to admit to their own attack, but they might also prefer to claim responsibility for 

action by other actors. This is heavily context-dependent, and it is outside the scope of this paper to 

evaluate all possible scenarios. Identifying the responsible adversary is important regardless of what 

their plan or intention was.   

These four criteria are analytically distinct but empirically intertwined. A capability that is visible but lacks 

credibility will have limited effect. A credible capability that remains unobserved will not enter the 

adversary’s calculation. The denial mechanism provides the substantive content of the signal, while 

attribution links defensive measures to broader escalation dynamics. Taken together, they provide a 

framework for assessing how existing CBRN defence capabilities function as instruments of deterrence. 

4.3. Six Components 

The six-component division follows signalling logic in line with the underlying theoretical framework of 

this paper rather than existing doctrinal taxonomies, such as the NATO’s “core enabling components” 

model. It separates functions, deterrent effects of which operate through different pathways, while 

preserving the progression from pre-incident measures to post-incident recovery. Signalling activities 

such as exercises, doctrine and readiness demonstrations are treated as cross-cutting conditions that 

influence all six components. 

Table 1. Signalling logic-based division of CBRN defence into six components.  

Component Explanation Example Deterrence Value 

Detection and 

Identification 

The ability to detect a CBRN 
incident rapidly and 
determine the nature of the 
agent involved. This 
includes sensors, 
laboratories, forensic 
analysis and technical 
expertise required to 
establish what happened 
and who may be 
responsible. 
 

NATO Deployable 

CBRN Analytical 

Laboratory; OPCW 

forensic investigations; 

battlefield chemical 

detection systems 

used in Ukraine. 

Rapid identification reduces the 

period of uncertainty that often 

gives CBRN attacks their 

operational value. Attribution 

capabilities increase the likelihood 

that the perpetrator will be 

identified, reducing opportunities 

for deniability and raising the 

expected political and military 

costs of use. 

Prevention 
Measures 

Activities aimed at 

preventing the acquisition, 

production or deployment of 

CBRN capabilities before 

they can be used. These 

measures focus on 

restricting access to 

materials, technology and 

expertise. 

Chemical Weapons 
Convention verification 
mechanisms; export 
controls on dual-use 
chemicals; interdiction 
of illicit procurement 
networks. 

Prevention raises the cost and 
complexity of developing CBRN 
capabilities. An actor that expects 
procurement efforts to be 

detected, disrupted or delayed 

may conclude that the resources 

required outweigh the potential 

benefits. 

Warning and 

Reporting 

Systems and procedures 
used to communicate 
information about CBRN 
incidents across military and 
civilian structures. The 
purpose is to ensure rapid 
awareness and coordinated 
action. 

NATO CBRN reporting 

procedures; OPCW 

notification 

mechanisms; 

Ukrainian reporting of 

chemical incidents to 

international 

organisations. 

Effective reporting reduces the 

likelihood that CBRN use will 

remain hidden. Incidents are 

documented, investigated and 

incorporated into an evidentiary 

record that can support sanctions, 

diplomatic action or collective 

responses. This limits the political 

benefits of covert use. 

Protection 
Measures 

Equipment, infrastructure 
and procedures designed 
to reduce the physical 

effects of CBRN attacks on 

military forces and civilian 

populations. 

 

Protective masks and 
suits; collective 
protection systems in 
command centres; 
medical 
countermeasures and 
antidotes. 
 

Protection reduces casualties, 
limits disruption and allows 
operations to continue under 
contaminated conditions. If 
expected damage is lower than 
anticipated, the military and 
political value of an attack 
decreases accordingly. 
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Table 1 (cont.). Signalling logic-based division of CBRN defence into six components.  

Component Explanation Example Deterrence Value 

Prepared 
Response and 
Consequence 
Management 

The capacity to respond 
immediately after a CBRN 
incident through 
decontamination, medical 

support, emergency 

management and 

operational continuity 

measures. 

NATO Combined Joint 
CBRN Defence Task 
Force; Vigorous Warrior 
exercises; field 
decontamination and 
casualty management 
procedures. 

Adversaries often assume that a 

CBRN attack will create a 

temporary period of chaos that 

can be exploited. Prepared 

response capabilities shorten this 

disruption window and 

demonstrate that critical functions 

can continue despite an attack. 

Recovery and 
Resilience 

The long-term ability to 
restore infrastructure, 
recover contaminated 
areas and maintain 
societal and governmental 
functioning after a CBRN 
incident. 

RescEU CBRN 
stockpiles; continuity of 
government planning; 
large-scale 
environmental 
decontamination 
programmes. 
 

Many CBRN strategies rely on 
creating lasting economic, social 
or political disruption. Recovery 
capabilities undermine this 
expectation by demonstrating that 
affected societies can restore 
essential functions and absorb 
long-term consequences without 
strategic collapse. 
 

 

The six components identified in this framework do not operate independently. Rather, they form three 

interconnected layers distributed across the lifecycle of a CBRN incident. The first layer, consisting of 

prevention, detection and identification, and warning and reporting, operates before or at the earliest 

stages of an incident and seeks to reduce opportunities for acquisition, concealment, and surprise. The 

second layer, composed of protection measures and prepared response and consequence 

management, operates during an incident and targets the immediate military and operational benefits 

an adversary seeks to obtain. The third layer, recovery and resilience, operates after an incident and 

seeks to deny the long-term political, economic, and psychological advantages that CBRN use may be 

intended to generate. Together, these layers form a cumulative deterrence architecture in which the 

expected utility of CBRN employment is progressively reduced across all stages of an attack.  
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5. Adversary Profiles 

A recurring weakness in deterrence analysis is the tendency to treat adversaries as interchangeable 

recipients of signals. Assumptions are made about the expected effects, often without sufficient 

consideration of the actor whose behaviour is meant to be influenced. Yet deterrence is ultimately a 

relational phenomenon. It emerges from the interaction between signals sent and the assumptions, 

fears, ambitions and priorities of the actor receiving it. The effectiveness of deterrence by denial 

therefore cannot be measured independently of the strategic context in which it operates. Before 

assessing whether CBRN defence can alter adversary decision-making, it is necessary to understand 

how different actors perceive, act and think. To illustrate this point, several adversary posture case 

studies have been selected, reflecting the varied contexts in which the CBRN defence signalling could 

be received and interpreted. While Russia, Iran and China are well-recognized NATO adversaries or 

competitors, North Korea represents both a uniquely distinct actor and an opportunity to examine the 

paper’s assumptions outside of the narrow Euro-Atlantic context. Violent Non-State Actors are both a 

fundamentally distinct category of adversaries when compared to state actors, as well as prolific culprits 

of hostile CBRN operations, warranting a targeted examination of deterrent value of CBRN defence 

capabilities.  

5.1. Russia 

Analysing Russia as a CBRN actor requires a distinct approach, reflecting its unique strategic culture. 

Russia's current strategic posture cannot be properly understood through standard deterrence 

frameworks shaped by Cold War thinking, which continue to mislead Western analysis. Strategic culture 

shapes how states conceptualize and practice their resources in ways that produce distinct strategic 

logics (Adamsky, 2019; Johnston, 1995). Kofman (2024) observes that Western planning communities 

tend toward inductive thinking, in practice typically reducing tailored deterrence to a set image of the 

opponent within specific warfighting scenarios, rather than a genuine engagement with the adversary's 

own strategic logic. Adamsky's The Russian Way of Deterrence challenges this tendency directly, 

arguing that strategic culture "conditions the conceptualization and practice of coercion" in ways that 

produce genuinely different operational logics rather than mere variations on a shared framework 

(Adamsky, 2019). For CBRN analysis, this implies that Russia assigns different functions to such 

capabilities, both offensively and defensively, and interprets the defensive postures of others through a 

logic that diverges from Western cost-benefit models, as identical signals are interpreted differently on 

each side (Giles, 2016). 

This divergence traces to a core feature of post-Soviet Russian political culture: the substitution of legal 

and institutional procedures with coercive ones, first in elite politics and later in foreign policy. 

Demonstrations of resolve and willingness to absorb costs therefore carry more weight than defensive 

preparedness. Renz similarly observes that Russian strategic thought prioritizes projecting offensive 

capability and disrupting adversary decision-making, while treating defence as secondary (Renz, 2018). 

Investments in detection, protection, and consequence management do not necessarily signal 

increased costs of attack; they may instead be seen as revealing perceived vulnerabilities. Translating 

defensive capability into deterrent effect therefore requires emphasis on Alliance cohesion, visible 

readiness, and doctrinal clarity rather than capability alone. 

Russia's relationship with CBRN weapons is deeply rooted in its Soviet legacy (Mirzayanov, 2008). The 

Soviet Union developed the largest CBRN warfare infrastructure in history, including nuclear forces, the 

clandestine Biopreparat biological weapons programme, and an extensive chemical arsenal, which after 

the Second World War increasingly concentrated on a small number of battlefield agents, chiefly sulfur 

mustard and nerve agents such as sarin and VX, but featured also agents developed under the Foliant 

programme, later known as Novichok (Black, 2016; Leitenberg & Zilinskas, 2012; Tucker, 2007). The 

scale and secrecy of these efforts shaped the institutional culture inherited by the modern Russian state 

(Alibek and Handelman, 1999). Russia formally complied with the Chemical Weapons Convention and 

declared its stockpile destroyed by 2017. Yet subsequent developments, including the use of a Novichok 

agent in Salisbury and chemical incidents in Ukraine, indicate that chemical capabilities were not 
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abandoned but adapted for deniable use (Defence Science and Technology Laboratory, 2025; OPCW, 

2018; Phillips & Crouch, 2023). This is supported by the continued existence of institutional infrastructure 

and specific entities possibly linked with the chemical and biological weapons programmes, including 

research organizations or specialized CBRN military formations under the umbrella of the Radiation, 

Chemical and Biological Protection Troops (RKhBZ) that perform operational defence, aerosol 

screening, and other functions that blur the boundary between conventional and CBRN warfare 

(Galeotti, 2019; US State Department, 2024 c). Their role within combined-arms doctrine maintains 

uncertainty about whether Russia’s posture is defensive or offensive, resulting in complicated adversary 

assessment and functioning as a coercive tool through increased uncertainty and perceived costs. 

Russia's nuclear doctrine is the most publicly visible part of its broader CBRN-related strategic signalling 

and deserves close attention because it has been deliberately revised in ways that change the 

deterrence situation facing Euro-Atlantic states. The 2020 Basic Principles of State Nuclear Deterrence 

Policy codified thresholds that had previously existed only as vague rhetoric, stating that nuclear use 

could be justified by conventional attacks threatening the existence of the state, a phrase broad enough 

to cover a wide range of scenarios (Russian Federation, 2020). Oliker's analysis of Russian nuclear 

policy shows that this deliberate vagueness is a design feature, intended to preserve maximum coercive 

flexibility (Oliker, 2016). By keeping adversaries uncertain about exactly when nuclear weapons might 

be used, Russia limits Western response options without having to officially issue explicit nuclear threats, 

which would carry their own reputational costs. This represents a direct application of Schelling's 

argument that threats are often more effective when they are uncertain rather than precisely defined, 

because uncertainty shifts the burden of managing escalation onto the other side (Schelling, 1960). 

Payne and Foster have described Russia's use of threshold ambiguity as a form of coercive nuclear 

signalling designed to produce what they call a “self-deterring” effect within Western policy communities 

(Payne & Foster, 2021). The September 2024 revision to Russian nuclear doctrine went further still, 

stating explicitly that conventional strikes on Russian territory by a non-nuclear state acting with the 

support of a nuclear power could be treated as grounds for a nuclear response (Russian Federation, 

2024). What was previously a rhetorical ambiguity is now transformed into formal doctrine, ostensibly 

placing the responsibility for de-escalation squarely on Western governments when deciding how far to 

support states in conflict with Russia. 

When examining the broader political landscape, it becomes apparent that this signalling extends far 

beyond doctrines. Figures such as former Russian president and the current deputy chairman of the 

security council of Russia Dmitri Medvedev or state television host Vladimir Solovyov have routinely 

issued belligerent nuclear threats through semi-official channels. This rhetoric is often dismissed as 

performative by Western audiences (Dodge, 2023; Pifer, 2023). An analysis of Russian nuclear 

signalling during the Ukraine conflict demonstrates that propagandist threats of this kind operate as a 

deliberate instrument of psychological coercion. They generate uncertainty and self-deterrence within 

Western policy communities without committing the Kremlin to a formal doctrinal escalation. By 

distributing threatening signals across unofficial methods of communication, Moscow preserves 

plausible deniability while sustaining coercive pressure. Putin publicly dismisses claims of Russian 

nuclear threats as “primitive” fabrications, formally distancing himself from the most extreme rhetoric, 

which further illustrates the calculated nature of this two-track signalling architecture rather than 

contradicting it (Pifer, 2023). 

The connection between nuclear doctrine and CBRN defence in Russian strategic thinking is tighter 

than Western frameworks usually recognize. Russian military doctrine treats nuclear weapons as the 

top of a ladder of coercive tools that also includes, at lower levels, chemical, radiological, and what 

Russian doctrine calls non-strategic or sub-strategic mass-effect weapons. This continuum logic can be 

traced through Russian strategic texts and identified as a defining feature of the “Russian way of 

deterrence”: broader CBRN capabilities are not treated as a separate category from nuclear weapons 

but as instruments at different points on a single coercive spectrum (Adamsky, 2019). Research on 

Russian non-strategic nuclear weapons supports this further, showing that Russian doctrine deliberately 

keeps these domains coupled rather than treating each as a separate deterrence problem (Sokov, 

2014). The practical implication is that Russia's investments in CBRN defence, such as protective 

equipment, collective protection for armoured units, detection systems, are not primarily about limiting 

civilian casualties from an adversary CBRN attack. Instead, they are focused on preserving freedom of 
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military action in environments that Russia itself may have contaminated, or in which it needs to be able 

to operate if an adversary responds in kind. This inverts the defensive logic that underpins Western 

CBRN defence doctrine and explains why Russian exercises routinely combine offensive and defensive 

CBRN scenarios, an approach which is at odds with the CBRN force protection being the singular 

objective. 

As is widely recognized by expert institutions such as the G7 Global Partnership Countering WMD 

Disinformation initiative or King’s College London CBRN Disinformation Tracker, or in the JCBRN 

Defence COE’s 2024 paper on Hybrid Threats in the CBRN Environment, information warfare is an 

integral component of Russia’s CBRN posture (Gogacz, 2024; GP WMD, 2025; King's College London, 

2025). The 2018 Salisbury attack illustrates the pairing of CBRN use with deliberate ambiguity in 

attribution. Rather than offering credible denial, Russia pursued an information strategy designed to 

generate uncertainty sufficient to prevent coordinated response (Galeotti, 2019). Information operations 

are treated as a core instrument shaping adversary decision-making (Thomas, 2004). This strategy 

targets the attribution process itself, lowering the political costs of CBRN use by raising evidentiary 

thresholds for collective action (Rid & Buchanan, 2015). CBRN weapons are therefore used for political 

coercion or signalling rather than tactical military effect as Russia's alleged use in Salisbury and 

documented facilitation of chemical use in Syria suggests. It’s clear that a strategy focused solely on 

increasing material costs is insufficient against an actor that actively reduces political costs through 

information operations (Kofman, 2024). Effective deterrence therefore depends on strengthening 

attribution mechanisms, forensic cooperation, and political coordination capable of sustaining responses 

under contested conditions. Institutional developments such as the Organisation for the Prohibition of 

Chemical Weapons’s (OPCW) expanded attribution mandate are relevant but depend on sustained 

political support and may be subject to sustained delegitimization effort, as was the case with Russian, 

Chinese and Iranian-led efforts to undermine and obstruct the mandate in the context of Syria prior the 

fall of the Assad regime (Caves & Carus, 2022).  

Russia’s engagement with arms control frameworks follows a pattern of selective participation. While 

formally adhering to agreements such as the Chemical Weapons Convention and the Non-Proliferation 

Treaty, its behaviour has often undermined their intent (Muller & Wunderlich, 2020; Trenin, 2017). As 

evidenced by Russia’s activities vis-à-vis these mechanisms, the goal is to erode shared understandings 

of capability limits, which are central to effective arms control (Futter, 2015). Since 2014, the collapse or 

weakening of key agreements, including the INF Treaty, Open Skies, and New START, has reduced 

transparency and predictability (Krepon & Thompson, 2021), leading to complications for deterrence 

signalling. In an environment of reduced transparency and contested information, both NATO and 

Russia face increased difficulty in assessing each other’s capabilities and intentions. Such conditions 

increase the likelihood of misperception (Jervis, 1976). Consequently, visible exercises, clear doctrine, 

and transparent procurement become more important as signalling mechanisms. 

A final aspect of Russia's CBRN posture worth examining is what its domestic defence investments 

signal about broader intentions. Russia has maintained and publicly demonstrated substantial collective 

protection capabilities for its armoured and mechanised formations, capabilities that are only necessary 

if those formations are expected to operate in chemically or radiologically contaminated environments. 

The fact that these investments are visible within the Russian defence establishment and are integrated 

into combined-arms doctrine constitutes a form of costly signalling in Fearon's sense: it requires real 

resources, it is observable, and it is consistent with a strategic posture that treats CBRN use as a realistic 

operational option rather than a last resort (Fearon, 1997). For NATO, this creates a specific challenge. 

Russia's CBRN defence investments are not credibly aimed at a future in which these weapons are 

never used; they signal preparation for a future in which they might be, and in which Russian forces 

intend to keep fighting through the aftermath. In deterrence terms, Euro-Atlantic CBRN defence must 

be more visibly prepared to operate beyond consequence management and civilian protection, including 

the operational resilience of military formations under CBRN conditions. This will further demonstrate 

that NATO forces can continue to function effectively in contaminated environments, thereby removing 

the military advantage that Russian doctrine expects CBRN use to produce. Kroenig's analysis of 

nuclear crisis bargaining points to an analogous dynamic: states that can credibly demonstrate the 

capacity to operate under the conditions their own doctrine anticipates gain a coercive edge that is 

independent of who strikes first (Kroenig, 2013). 
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5.2. Iran 

Evaluation of Iran as a distinct potential adversary in the context of CBRN threats is based on several 

easily identifiable distinctions. With the history of chemical weapons use stretching to the Iran-Iraq war, 

further examined as a separate analytical assessment in section 6.2, Iran joined the Chemical Weapons 

Convention (CWC) in 1997 and repeatedly proclaims full commitment and observation of all its 

obligations (OPCW, 2024 a; OPCW, 2024 b). Despite this, Iran has been repeatedly accused by the 

United States, Israel, or expatriate opposition groups of non-compliance with the CWC in areas such as 

obligatory reporting of RCAs stockpiles, or of maintaining a clandestine chemical and biological weapons 

programme, including development of undeclared RCAs and pharmaceutical-based agents (PBAs) for 

offensive and domestic use (Levitt, 2024; McAllister & Cupitt, 2026; US State Department, 2018; 

Stricker, 2026). Similarly, Iran’s relationship with the International Atomic Energy Agency (IAEA) has also 

been described as thorny and tumultuous. Despite periods of optimism and Iranian openness to engage 

with international control mechanisms culminating with the now-repealed Joint Comprehensive Plan of 

Action, following the escalation of the conflict with Israel and the United States, Iran temporarily 

suspended any effort to cooperate with the agency in July 2025, demonstrating the periodic undermining 

of international monitoring of the country’s nuclear programme (Center for Arms Control and Non-

Proliferation, 2025; IAEA, 2026; Jochecová, 2025).   

Some analysts suggested that if Iranian nuclear strategy and alleged pursuit of nuclear weapons is 

abandoned, derailed or curtailed by external actors, Tehran might instead turn to development of 

Chemical and Biological offensive capabilities as an alternative form of deterrent, including through 

deployment of CBW warheads within its extensive ballistic capabilities or increased use of Weaponized 

PBAs (Giveh & Albright, 2024; Levitt, 2024; Shoham, 2026). This could potentially form a part of broader 

shift in Iranian deterrence posture, which has moved towards what was termed a more extensive 

strategy of “unconditional escalation” (Heiran-Nia, 2026). Iran has been identified to maintain the 

infrastructure that could form the foundational basis on which these capabilities could be developed, as 

in addition to possessing civilian and military CBRN-related facilities, Iran continues to emphasize 

CBRN-adjacent military investments and maintains dedicated CBRN-focused units, some of which may 

have institutional memory of being involved in the chemical warfare of Iran-Iraq war (Hughes, n.d.; 

Sheikhi, 2016). Despite such capabilities being smaller in scale and with lesser degree of integration 

when compared to Russia, evaluation of Iran as a potential CBRN-capable adversary remains pertinent 

and valuable irrespective of the eventual outcome of its alleged nuclear weapons programme. Even if 

Iran does not become a nuclear-armed state, as reflected in the position of NATO (2026) that "Iran must 

never have a nuclear weapon", its potential chemical and biological warfare capabilities may present a 

distinct security and deterrence challenge. 

Iran's approach to the CBRN domain cannot be assessed in isolation from the broader doctrinal 

architecture within which Tehran has situated its deterrent posture since the Iran-Iraq War. The formative 

experience of the "War of the Cities", during which Iraqi missile strikes against Iranian population centres 

met no equivalent Iranian retaliatory capability, has been widely identified as the origin of Iran's 

subsequent investment in asymmetric deterrence built around ballistic missiles, proxy networks and, 

more recently, drone warfare (Heiran-Nia, 2026; Ward, 2005). This doctrine evolved further after 2003, 

when the lessons taken from rapid collapse of Saddam Hussein's centralised command structure 

prompted the Islamic Revolutionary Guard Corps to develop "mosaic defence", a deliberately 

decentralised command architecture organised around provincial commands intended to preserve 

operational continuity even where national leadership is degraded or eliminated (Yossef, 2019). The 

doctrine's logic was extended from 2012 onward through "forward defence", an offensively postured 

hybrid warfare concept privileging proxy militancy, drone and naval guerrilla operations, and cyber 

capability as means of contesting adversaries beyond Iranian territory rather than solely within it (Yossef, 

2019). Ostovar (2019) argues that Iran's reliance on non-state proxy networks functions as a structural 

substitute for the conventional military parity and nuclear deterrent that Iran lacks relative to its principal 

adversaries. This self-reliance, compensating for material inequality, forms the doctrinal basis against 

which Iran's CBRN posture, and its apparent openness to CBW-based deterrent alternatives discussed 

below, should be read. 
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In deterrence terms, similarly to Russia, Iran shows signs of certain resilience to deterrence by denial 

through international attribution mechanisms, possibly as a result of Iran's experience during the war 

with Iraq, which showed the limitations of attribution without consequence. During the Syrian civil war, 

Iran consistently undermined and delegitimized OPCW efforts. That is despite invoking the OPCW in 

other contexts, such as urging it to investigate alleged Israeli targeting of chemical plants in the 2025 

strikes on Iran, mirroring the Russian strategy of selective participation (Bosch & Meijer, 2017; Iran 

International, 2025; Lund, 2017). More recently, the apparent lack of susceptibility to international 

condemnation mechanisms has been demonstrated during the 2025-2026 wave of protests against the 

regime, when Iran plainly rejected a UN resolution condemning protest killings, without any identifiable 

impact of this condemnation on Iranian decision-making (Motamedi, 2026). Notwithstanding even the 

unverified alleged use of “toxic” or “lethal” chemicals beyond the RCAs against the protestors in this and 

previous instances,3 the extensive and widely documented killing of thousands of protestors clearly 

demonstrates a readiness to incur substantial reputational costs when leadership perceives core 

interests to be threatened (OHCHR, 2026; UK Visas and Immigration, 2026). This suggests that 

normative constraints and international condemnation alone may have only limited deterrent value.  

A qualification is nonetheless warranted when the Iranian approach to decision-making in terms of 

potential use of CBRN weapons is examined on this basis. The reputational costs Iran has shown itself 

willing to absorb concern predominantly conventional lethality, missile and drone strikes against military 

and infrastructure targets, or the domestic suppression of protest, rather than CBRN use specifically. 

Iran's own historical position as the principal victim of chemical warfare during the Iran-Iraq War, together 

with its sustained, if selective, invocation of the CWC and the OPCW mechanisms when politically 

convenient, suggests a residual investment in the normative distinctiveness of chemical weapons, which 

may indicate that the regime may be more cautious in the CBRN domain when compared to the 

aforementioned conventional scenarios. Whether this distinction would hold under the pressure of a war 

for regime survival remains uncertain, but it nonetheless cautions against assuming with certainty that 

Iran's demonstrated indifference to conventional international condemnation would extend identically 

also to CBRN threshold. 

The limits of punishment-based deterrence against Iran are well-illustrated within the context of February 

2026 decision of United States and Israel to resort to a major instrument of coercive punishment: the 

targeted killing of Supreme Leader Ali Khamenei alongside senior IRGC and security officials during the 

opening US-Israeli strikes (Britannica, 2026; Loft, 2026). Decapitation strike of this kind is conventionally 

understood within deterrence and compellence theory as among the most severe forms of coercive 

punishment available to a state, precisely because it targets the decision-making apparatus itself rather 

than merely raising the cost of continued resistance. Iran sustained retaliatory operations for more than 

five weeks before accepting a conditional ceasefire, while restrictions on shipping through the Strait of 

Hormuz continued to shape the subsequent negotiations (Loft, 2026; Todman & Yacoubian, 2026). This 

does not demonstrate that punishment-based deterrence is ineffective per se, but given the Tehran’s 

seeming resilience to infliction of severe costs, a denial approach to deterrence may be comparatively 

more appealing, including in the CBRN context, as it is based on altering the expected utility of 

contemplated action itself rather than assuming that additional costs imposed after escalation will alter 

Iranian behaviour.  

The other CBRN defence deterrence pathways are therefore potentially more impactful when evaluating 

the Iranian priorities and posture. Deterrence by denial through reduction of expected operational 

effectiveness likely plays a role in the strategic calculus of Iran’s decision makers, a point which can be 

illustrated in targeting choices during the 2026 Iran war. While some analysts have speculated that the 

sophistication of the air defence systems may have played a role in Iranian decision not to directly target 

US naval assets in the region, a broader assessment of deliberate targeting and selective nature of 

Iranian attacks against target sets underscores continuous adaptation to shifting vulnerabilities and 

capabilities, as well as fluctuations in available offensive and defensive stockpiles on both sides of 

throughout the conflict (Carter, 2026; Hanna, 2026; Nadimi, 2026). In CBRN context, stockpile-related 

considerations would possibly also play an important part in Iranian decision-making, particularly when 

compared to the other countries examined in this study. Iran currently does not possess nuclear 
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weapons, and even when allegations of clandestine programmes of chemical or biological agent 

weaponization are considered, they centre on the possible pursuit of dual-use technologies, research, 

or maintenance of pre-existing production capability, rather than extensive stockpiling for large-scale 

deployment (Goldsmith, 2019; McAllister & Cupitt, 2026). The potentially limited available operational 

stockpile, coupled with the experience of the Iran-Iraq war where even incremental improvements in the 

Iranian force protection likely decreased the effectiveness of Iraqi use of chemical weapons, suggest 

that Iranian decision makers may be especially conscious of effective use and defence against chemical 

or biological agents. Iran may therefore be particularly receptive to any adversary CBRN defence 

capability signalling, which could have an outsized influence on Iran’s decision on how or whether to 

cross the offensive CBRN employment threshold, given the inherently escalatory nature of such an 

action. 

5.3. China 

Comparison of attitudes of China with Russia and Iran highlights the distinctiveness of these countries. 

Where Russian strategic culture prioritizes coercive ambiguity and demonstrated resolve under cost 

with a higher tolerance for reputational costs, similarly to Iran, Chinese doctrine is oriented toward 

escalation control, reputational management, and most importantly the long-term strategic positioning, 

making attribution mechanisms more effective as deterrents (Fravel, 2008). China's approach also 

differs in important ways from the Western conceptualizations, particularly in its emphasis on integrated, 

multi-domain strategies and the primacy of political objectives. Rather than relying solely on deterrence 

by punishment, Chinese strategic thought combines elements of deterrence by denial, punishment, and 

compellence within a broader framework often described as "integrated strategic deterrence" (Chase & 

Chan, 2016). China, due to its economic strength and a wide set of diverse resources, has a preference 

for shaping an adversary's decision-making environment across military, economic, informational, and 

technological domains simultaneously. 

Chinese decision makers operate within a long-term time horizon and place significant value on 

continuity and control. As Fravel (2008) argues, Chinese security behaviour is closely tied to concerns 

about internal stability and sovereignty, which remain central to its strategic calculus. Consequently, 

deterrence is most effective when it credibly threatens these core interests rather than purely military 

assets. The PLA has established dedicated NBC protection forces and conducted large-scale CBRN 

defence exercises. It carries out combined-arms drills explicitly oriented around operating in 

contaminated environments, including major courses and training on CBRN warfare held in cooperation 

with Russian forces (Burnham, 2026; Oliver, 2023; Reuters, 2026). Open-source assessments further 

indicate that China maintains foundational chemical warfare capabilities including a range of delivery 

systems, and that its biological research programs raise persistent concerns about dual-use capacity, 

even as Beijing formally adheres to both the Chemical Weapons Convention and the Biological 

Weapons Convention (Eads, Clarke & Sean Lin, 2023; Harigel, 2001; Mauroni, 2022; Mauroni & Cross, 

2025). Critically, the public visibility of these exercises suggests they serve a deterrence-by-denial 

signalling function: demonstrating to adversaries that PLA formations can sustain operational 

effectiveness in CBRN conditions (Mauroni, 2022). China's growing military capabilities support its 

broader effort to limit US freedom of action in the Asia-Pacific and increase the potential cost of 

intervention (Mearsheimer, 2014). Denial-based strategies align with China's preference to avoid direct 

confrontation while still shaping adversary behaviour. 

When applied to the CBRN domain, this logic suggests that China is not easily deterred by the mere 

threat of retaliation for CBRN use. Instead, its calculus is more likely to be influenced by factors that 

affect the attribution and political consequences of such actions. Strong CBRN defence directly interacts 

with these considerations (US Department of Defense, 2024). What is specifically important in deterring 

China is the advancement of attribution capabilities. China's deterrence posture is sensitive to escalation 

risks and reputational consequences in the international system. Where Russia has demonstrated a 

capacity to absorb international condemnation and exploit evidentiary ambiguity, as the Salisbury case 

illustrates, Chinese strategic logic places greater weight on avoiding the international isolation that clear 

attribution of CBRN use would produce (Fravel, 2008; Tannenwald, 2007). Strong forensic and 

attribution capabilities on the part of Euro-Atlantic states therefore function as a more direct deterrent 

lever against China than against Russia or Iran, precisely because the reputational cost of identified 
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CBRN use is a genuine constraint on Chinese decision-making in a way it is not for Moscow, and may 

not be for Tehran. 

The credibility criterion operates differently against China than the punishment-oriented literature would 

suggest. China's military modernization programme, including its rapid nuclear expansion toward an 

estimated 1,000 operational warheads by 2030 (US Department of Defense, 2024), reflects a sustained 

effort to reduce adversary freedom of action rather than to maximize first-strike capacity. Within this 

framework, Euro-Atlantic CBRN defence contributes to deterrence by denial primarily insofar as it 

forecloses the coercive utility of CBRN employment as a tool for shaping the operational environment 

in a regional contingency. China’s adversary that can sustain operations even in a contaminated 

environment removes one instrument from Beijing's toolkit for managing escalation on its own terms. 

Overall, China is deterred less by immediate punitive threats and more by credible constraints on 

achieving strategic objectives, combined with risks to regime stability and international standing. In the 

CBRN domain, deterrence by denial can play a central role in influencing Chinese calculations. By 

reducing both the feasibility and utility of CBRN employment, such measures align closely with the 

factors that most strongly shape China's deterrence logic. This analysis demonstrates that the four-

criteria framework does not operate uniformly across adversary types, and that the attribution and 

escalation criterion carries disproportionate weight against an actor for whom international legitimacy 

remains a strategic asset. 

5.4. North Korea 

North Korea constitutes a structurally distinct case within the analytical framework of this paper. Unlike 

Russia, Iran or China, the Democratic People's Republic of Korea (DPRK) occupies a peripheral position 

in the Euro-Atlantic deterrence calculus, but remains a useful case study for evaluation of the deterrent 

value of CBRN defence as well as the methodological framework introduced in the earlier chapters. It 

maintains one of the world’s largest and most operationally integrated CBRN arsenals, (Arms Control 

Association, 2024), which embodies an instrument of regime survival and peninsular warfighting, but 

also a tool of domestic legitimation. Understanding why Euro-Atlantic CBRN defence investment 

generates minimal deterrence by denial effects in Pyongyang requires disaggregating the DPRK’s 

CBRN posture across its constituent dimensions and ideological substrate, which dictate how outside 

forces understand the actions of DPRK. 

According to the South Korean Ministry of National Defense, North Korea is believed to possess 

between 80 and 120 nuclear warheads, and between 2,500 and 5,000 tons of chemical weapons. These 

are assessed to include the full spectrum of vesicants, nerves, cyanogen and choking agents (Arms 

Control Association, 2024). North Korea maintains at least eight industrial facilities capable of producing 

chemical agents, with production capacity estimated at 5,000 tons per year during peacetime and 

expandable to 12,000 tons under wartime conditions. Some suggest that one of the three North Korean 

artillery projectiles is chemically loaded (Kirby, 2017; Maurel, 2020). North Korea can therefore be 

understood to treat chemical weapons as an integral part of the scheme of operational manoeuvre rather 

than solely as a contingency or reserve instrument. Reporting indicates that Pyongyang considers 

chemical weapons “the highest means to respond immediately before the use of nuclear weapons,” 

viewing them as a strategic deterrent elevated alongside nuclear capability and systematically 

developed as battlefield weapons in preparation for full-scale war (Van Diepen, 2025). Consequently, it 

can be assumed that the threshold for CW employment is explicitly lower than nuclear release, which 

means that CBRN defence investment by an adversary primarily affects the operational calculus 

precisely where North Korean doctrine is most permissive. 

The RUSI Project Anthracite open-source assessment, the most rigorous recent analysis of the DPRK 

chemical program, confirms the depth of this capability. Analysis of North Korean patent literature and 

academic journals identifies optimization-focused research on dual-use intermediates, alongside 

specialist organophosphorus chemistry directly transferable to CW-relevant research and development 

(Williams, 2026). In operational terms, even the credible threat of chemical weapons use could slow the 

advancing forces, compelling troops into a protective posture that degrades mobility, endurance, and 

communication, creating a plausible coercive or last-resort tool particularly in scenarios where regime 

survival is at stake (Williams, 2026). Improved chemical defence by allied forces operating near the DMZ 
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directly reduces the utility of North Korean CW employment against those forces, and Congressional 

testimony has endorsed this causal mechanism explicitly: if allied forces possess better chemical 

weapons protective gear and train to operate in a contaminated battlespace, North Korea may be less 

inclined to use chemical weapons because of their reduced effectiveness (Parachini, 2018). Within the 

DPRK case, this is the clearest instantiation of deterrence by denial functioning as the paper's framework 

anticipates. It is, however, geographically bounded to the peninsula and operationally anchored to 

theatre-level actors rather than to the Euro-Atlantic institutional posture that is the paper's primary 

referent. 

In some ways analogous to the Salisbury attack on Sergei and Yulia Skripal, the 2017 assassination of 

Kim Jong-nam at Kuala Lumpur International Airport is anomalous within the framework's assumptions. 

North Korean agents used VX, assessed to be among the most toxic nerve agents known, to kill Kim 

Jong-un's half-brother in a public civilian environment (Arms Control Association, 2024). Conventional 

deterrence theory does not adequately model a situation where a state-directed, sub-threshold 

deployment of a chemical weapon in a third-country civilian setting, is calibrated to produce a single-

target effect. This was a political signal directed at internal regime audiences and a demonstration to 

external audiences that the DPRK would deploy VX without operational inhibition regardless of setting. 

RUSI's Project Anthracite characterises this as a demonstrated willingness to disregard international 

norms and expose the public to harm from one of the world's most dangerous chemical weapons 

(Williams, 2026). No level of allied CBRN defence investment would have altered the calculus behind 

the Kuala Lumpur operation, because the operation was internally motivated and targeted. 

Biological weapons represent another important dimension in the evaluation of North Korean CBRN 

posture. US Army assessments stated publicly that it is highly likely North Korea has conducted 

biological weapons research and that it has possibly produced anthrax or smallpox munitions mountable 

on missiles. Still, the extent of any weaponisation remains contested (Harris, 2020). At the same time, 

DPRK is suspected of exploring Clustered Regularly Interspaced Short Palindromic Repeats (CRISPR) 

technology to genetically engineer biological products. Assessments of this vary widely and defector 

accounts frequently reflect indirect or second-hand knowledge rather than verified programme detail 

(Nuclear Threat Initiative, 2024; Parachini, 2019). The uncertainty surrounding North Korean BW 

programme is beneficial for DPRK’s strategy as an adversary that cannot confirm whether biological 

weapons exist, cannot reliably create a response to this specific threat dimension. BW ambiguity 

therefore generates deterrence value without requiring demonstrated deployment.  

The ideological framework within which all these capabilities are embedded is equally resistant to the 

assumptions of conventional signalling theory. Howell (2020) demonstrates that the North Korean 

nuclear weapons programme is deeply entrenched within Juche ideology as a device for continued 

regime-state survival, with nuclear ideology constructed according to different frames of meaning 

targeting international adversaries and domestic audiences simultaneously. Juche frames the hostile 

external environment as a defining existential condition (Cho & Lim, 2018). Its core commitment to self-

reliance means that external capability demonstrations are systematically processed as confirmation of 

the siege narrative rather than as information warranting strategic recalculation (Howell, 2020). North 

Korea's internal environment is characterized by an oppositional nationalist identity, with WMDs 

representing an important tool for preserving it. 

A further structural feature that distinguishes the DPRK from every other adversary examined in this 

paper is North Korea's nuclear-cognitive warfare strategy, which is designed to exploit adversary 

cognitive vulnerabilities, targeting the general public, alliance cohesion and nuclear decision-makers, in 

order to create fear, disrupt alliances and paralyze nuclear decision-making processes (Sohn & Kang, 

2025). Ambiguity and perceptual disruption function as instruments of coercive leverage. The deterrence 

grammar operating in Pyongyang is therefore inverted relative to the classical signalling model. Where 

Schelling (1966) posits that the function of signals is to generate understanding of costs and 

commitments, North Korean strategic doctrine is architecturally designed to prevent such understanding 

from stabilizing. Euro-Atlantic CBRN defence signals, however visible and credibly transmitted, are in 

this case received by an actor that systematically degrades the epistemic conditions on which denial-

based deterrence depends. 
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5.5. Violent Non-State Actors 

Violent non-state actors (VNSAs) exhibit characteristics that distinguish them fundamentally from state 

actors, which in turn alters the logic and effectiveness of deterrence. Classical deterrence theory is 

grounded in assumptions of rationality, long-term cost–benefit calculations, and the protection of high-

value assets, assumptions that are often misaligned with the operational logic of VNSAs. As argued by 

Wilner, “deterrence is more difficult to achieve against non-state actors due to their organizational 

structure, ideology, and differing value systems” (Wilner, 2015). Key distinction lies in temporal 

orientation. VNSAs tend to prioritize short-term operational gains over long-term strategic stability; unlike 

states, which are embedded in reverse logic (Crenshaw, 2010). 

However, the common claim in the literature that VNSAs are broadly less vulnerable to deterrence 

requires qualification. Shamir (2021) lists five key factors that make VNSAs less vulnerable to deterrence 

than states. Without well-established leadership, territory and population, it is impossible to threaten or 

negotiate with them due to “lack of clear address”; which is reinforced through the issue of 

communication, as there are typically no established direct routes that are present in the case of states. 

These aspects are less relevant in terms of CBRN defence, as contact with the adversary is not 

necessary to prepare and signal defence posture. Similarly, the difficulties of holding VNSAs 

accountable on account of their structure, as they do not have people or territories to protect and are 

generally entirely invulnerable to conventional economic measures, also has less relevance in the 

context of deterrence by denial via CBRN defence. Issues become apparent with the fourth factor, as 

VNSA’s extremist character limits the effectiveness of deterrence of any kind due to the violent methods 

such actors adopt; they are often ready for great sacrifice even if the potential gains are limited. In the 

context of CBRN defence, this makes even a good, credible and visible defence system less effective 

in decreasing the risk of an attack. The elusive and often underground nature of VNSAs implies smaller 

resources compared to states. As VNSAs do not have the resources of state actors that would enable 

them to infiltrate or properly evaluate the deterrer’s structure and posture, their information is more 

limited. This can be assumed to be to the advantage of potentially targeted entities, because VNSAs 

must rely on the public communication of the strengths of the CBRN defence capabilities: national 

exercises, major procurement of new equipment, or international cooperation. Vulnerabilities are not 

typically demonstrated by national communicators, meaning they can be discovered only through means 

such as sophisticated espionage or other forms of intelligence acquisition, capabilities which most 

VNSAs do not possess and as such are not as able to identify weaknesses of their potential targets, 

underlying the importance of well-demonstrated CBRN defence capabilities. 

While VNSAs may be less sensitive to traditional deterrence mechanisms, they remain highly dependent 

on specific operational advantages that CBRN weapons uniquely provide, and CBRN defence attempts 

to eliminate. From 1990-2024 VNSA were responsible for 593 CBRN incidents worldwide, most 

notorious of which are those that utilized chemical weapons due to their comparatively high lethality. 

Between 1990 and 2020 alone, VNSAs inflicted 965 fatalities through use of chemical agents compared 

to 19 with biological agents (Tin et al., 2023; University of Maryland, 2026). Some of the most notable 

incidents include the 1995 sarin gas attack on Tokyo’s subway system by the Japanese cult Aum 

Shinrikyo that killed 13 people and injured thousands (BBC, 2018) or the attack in October 2001, when 

just weeks after 9/11 anthrax spores were mailed in letters to prominent figures in the United States, 

including media offices and members of U.S. Senate, leading to 5 deaths and 17 infections. (Federal 

Bureau of Investigation, 2025) Technological advances have the potential to increase the use and impact 

of such weapons with severe repercussions. Groups such as Al-Qaeda have already considered using 

drones for CBRN-based attacks, as seen in Iraq in 2013, where drones were planned to be used to 

disperse sarin and mustard agents (Chavez & Swed, 2020; Tin et al., 2023). AI and automation add 

another layer to the discernment of the delivery mechanisms for CBRN terrorism, such as the relatively 

low entry threshold associated with certain CBRN capabilities that make them attractive to VNSAs 

thanks to the availability of dual-use materials and the diffusion of technical knowledge that further lower 

barriers to acquisition and use. (Ackerman & Moran, 2005; Tucker, 2000) One example of this low-

threshold capability are the chlorine bombings in Iraq that began as early as 2003. Chlorine is a chemical 

element that is easily available and widely used, as about 15,000 chlorine compounds are used 

commercially (Greenwood & Earnshaw, 1997). Dual-use materials therefore enable VNSA to maximize 

perceived impact while minimizing resource investment.  
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Moreover, CBRN weapons are particularly attractive due to their capacity to generate disproportionate 

psychological effects. Even limited-scale attacks can produce fear and disruption far exceeding their 

immediate physical consequences. Terrorism is fundamentally “theatre,” aimed at influencing broader 

audiences beyond the immediate victims (Jenkins, 1975). Compared to conventional means, CBRN 

weapons are consistently perceived as particularly destructive and impactful, including in the context of 

terrorism where any use of CBRN substances may have an outsized psychosocial impact. This point 

was also reflected in several interviews conducted for this study, reinforcing that CBRN weapons are 

commonly associated with mass destruction and invisibility, making them a difficult and formidable 

subject, amplifying their psychological impact beyond their immediate physical effects (Allison, Herzog, 

& Sukin, 2026; Feltes, 2021; Lemyre et al., 2007). Lastly, CBRN incidents tend to generate extensive 

media coverage, which serves as a force multiplier for VNSA strategies centred on visibility and 

signalling. Media amplification increases the perceived scale and impact of attacks, enhancing their 

strategic utility (Hoffman, 2006). 

In this context, CBRN defence can directly counter these critical enablers through restricting access to 

materials, enhancing detection and response capabilities, and strengthening societal resilience. Those 

measures reduce both the feasibility and the expected utility of CBRN attacks (Kroenig & Pavel, 2012). 

While such steps are relevant also in the context of state actors, restriction of access is more 

immediately feasible with VNSA when compared to countries. Unlike deterrence by punishment, which 

is less effective due to the specific temporal and ideological characteristics of VNSAs, deterrence by 

denial can be more successful in this realm. Therefore, while VNSAs are often described as less 

deterrable in general terms, they may in fact be particularly sensitive to forms of deterrence that target 

their functional dependencies. In this domain, where their strategic advantages are both identifiable and 

disruptable, deterrence by denial emerges as a more relevant and potentially effective framework, 

despite the inherent characteristics of VNSAs when compared to state actors. 

. 
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6. Comparative Assessment 

Deterrence effectiveness is heavily context-dependent. The three empirical applications examined in 

this chapter approach the problem from markedly distinct angles, incorporating observations from the 

previous chapters. The first two analyse historical and contemporary cases of documented CBRN 

employment, permitting retrospective assessment of deterrence dynamics and outcomes. The third 

differs methodologically: it evaluates NATO's current CBRN defence posture as a prospective 

deterrence-by-denial architecture. Despite these differences in application, all three cases are assessed 

using the framework developed earlier in the paper, providing a common basis for semi-structured 

comparison. The ratings are qualitative and heuristic. A rating of Low indicates that a criterion is largely 

absent, Moderate indicates partial fulfilment with significant limitations, and High indicates substantial 

fulfilment supported by multiple indicators, with more descriptive ratings used where appropriate. 

The examination of the lessons from the invasion of Ukraine evaluates efforts to prevent further chemical 

escalation during an ongoing conflict, where attribution, political signalling and international responses 

have become central components of deterrence. The Iran-Iraq War explores a case in which chemical 

weapons were used repeatedly despite international condemnation, raising questions about the 

conditions under which deterrence breaks down. Finally, evaluation of NATO posture and signalling 

presents a different challenge altogether. Rather than responding to chemical weapons use, the Alliance 

seeks to influence adversary calculations before such a scenario occurs through preparedness, 

capability development and strategic messaging. Considered together, these applications examine how 

deterrence succeeds, fails, and adapts across very different strategic circumstances. 

6.1. Russian Invasion of Ukraine 

As of July 2026, since the beginning of the full-scale Russian invasion in February 2022, Ukrainian 

authorities have documented more than 13,300 incidents involving Russian chemical munitions on the 

battlefield, predominantly RCAs, while international investigations and allied governments have 

progressively assembled an evidentiary record linking Russian forces to the use of toxic chemicals 

against Ukrainian troops (Ministry of Defence of Ukraine, 2026; Spencer, 2025). The significance of this 

case study lies in the specific pattern of their use and translation of the doctrinal and cultural features 

identified in the preceding chapter on Russia. Russian troops repeatedly used toxic chemicals to achieve 

tactical objectives while refraining from escalation to large-scale lethal chemical warfare. Understanding 

that boundary can help to evaluate whether CBRN defence capabilities may influence adversary 

decision-making. 

Russian chemical weapons employment evolved from isolated reports into a persistent feature of 

battlefield operations. Ukrainian military reporting indicates a sharp increase in incidents throughout 

2024 and 2025, with toxic agents primarily delivered through different types of grenades filled with a 

range of diverse agents dropped by drones into trenches, dugouts, and fortified positions (Arbel, 2024; 

Ukrainian Military, 2025). Unlike during World War I or the Iran-Iraq war, where the deployment of 

chemical weapons served in support of larger operational objectives and initially led to mass casualties, 

the tactical purpose in this case is to force Ukrainian soldiers from cover at the tactical level, exposing 

them to artillery fire, small-arms engagement, or follow-on drone attacks. Ukrainian and independent 

reporting also documented the appearance of vintage chemical munitions during the conflict, including 

the RG-VO grenade, suggesting that chemical capability remained an active component of Russian 

military planning (RFERL, 2025; Spencer, 2025; Syngaivska, 2024). 

The OPCW confirmed the presence of CS riot-control agents in samples collected from combat zones 

in Ukraine. The United States subsequently determined that Russian forces had also allegedly used 

chloropicrin, a choking agent prohibited under the Chemical Weapons Convention, leading Washington 

to impose additional sanctions on Russian entities linked to the programme. Although Russia's use of 

the term "special military operation" may be motivated by an effort to dilute the boundary between 

military and law-enforcement activities, there is no evidence that Russia has sought to justify the alleged 

battlefield use of RCAs by invoking the CWC's law-enforcement exception. Instead, Russian authorities 

have generally denied the allegations officially (Mayora, 2026; OPCW, 2025; US State Department, 
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2024 a; US State Department, 2024 b). At the same time, there has been no publicly verified evidence 

of Russian use of nerve agents or other large-scale lethal chemical warfare agents against Ukrainian 

military formations. This indicates that there is a limitation to Russian escalation which cannot be 

explained solely by a lack of capability. Russian investment in chemical infrastructure, the appearance 

of newly manufactured chemical munitions, and the institutional role of the RKhBZ troops indicate that 

Russia retained both the expertise and organizational capacity required for more extensive chemical 

warfare (RFERL, 2024; Spencer, 2025). 

The question therefore becomes why Russian chemical weapons use remained concentrated at a lower 

level of escalation. Western political signalling undoubtedly played a role. From the earliest weeks of 

the invasion, senior American and NATO officials publicly warned Moscow against chemical weapons 

use (BBC, 2022; Lopez, 2022). Yet the subsequent alleged use of chloropicrin and riot-control agents 

demonstrates that political warnings alone did not deter Russian chemical weapons employment. 

Moscow proved willing to accept the political and legal costs associated with limited chemical use where 

it perceived military utility. The more plausible explanation is therefore that Russian decision-makers 

differentiated between forms of chemical warfare according to their anticipated consequences, a pattern 

fully consistent with the escalation logic outlined in Chapter 5. Limited use of riot-control agents and 

choking agents offered immediate tactical benefits while remaining comparatively difficult to attribute 

quickly and unlikely to trigger major escalation by Western states. Escalation to more lethal agents would 

have carried substantially greater political and military risks. 

At the same time, Ukrainian authorities and international partners gradually established a functioning 

attribution process linking chemical weapons use to political consequences. Repeated OPCW technical 

assistance visits, public reporting, and sanctions imposed by the United States, United Kingdom, 

European Union, and other partners increased the political costs associated with chemical weapons 

use, even if these consequences were often delayed and heavily contested (Hill, 2025; US State 

Department, 2024 a; US State Department, 2024 c). Efforts to generate uncertainty through denial and 

counter-accusations fit the typical pattern of behaviour of the Russian Federation present in every aspect 

of Russian activity in the international arena, as examined in the previous section of this paper (Russian 

MFA, 2024). 

In the battlefield context, Ukrainian officials repeatedly reported difficulties identifying chemical agents, 

mostly due to shortages of specialised detection equipment, while reports indicated a corresponding 

increase in Russian chemical agent employment across the front line (Dutch Ministry of Defence, 2025; 

Syngaivska, 2024; Terajima, 2024). Rather than eliminating the military utility of chemical attack, 

Ukrainian defensive measures often reduced its effects but did not prevent it wholly. Russian forces 

therefore continued to derive tactical benefits from chemical employment while accepting relatively 

limited operational risks, even with Western support for Ukrainian CBRN defence capabilities, which 

expanded significantly as evidence of Russian chemical weapons use accumulated. NATO institutions 

increased training efforts, allied governments supplied protective equipment and decontamination 

resources, and the Ukraine CBRN Information Sharing Initiative broadened its activities in response to 

battlefield developments (Hill, 2025; US State Department, 2024 a). However, much of this assistance 

arrived after Russian chemical use had already become well established on the battlefield. 

The examination of the case of Ukraine therefore demonstrates neither completely successful nor 

completely failed deterrence. Russian forces repeatedly employed toxic chemicals throughout the 

conflict despite international prohibitions, political proclamations, and the presence of continued 

improvement of Ukrainian CBRN defence capabilities. At the same time, Russia refrained from 

escalating to publicly confirmed use of more lethal chemical warfare agents despite retaining the 

apparent capability to do so. The evidence suggests that Ukrainian defensive measures, supported by 

international attribution mechanisms and political consequences, contributed to increasing the 

anticipated costs of escalation. However, persistent operational shortcomings meant that chemical 

weapons continued to provide sufficient military utility to justify repeated use at lower levels of intensity. 

The result was a form of partial deterrence in which defensive measures constrained escalation without 

preventing employment altogether.  
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6.1.1. Assessment of CBRN Defence Components 

Detection and Identification 

Detection and identification emerged as one of the most significant components of Ukrainian CBRN 

defence throughout the conflict. Ukrainian CBRN defence units played a central role in documenting 

incidents, collecting samples, and supporting the evidentiary process that later enabled international 

investigations. The repeated confirmation of the presence of toxic agents by the OPCW demonstrates 

that identification capabilities remained sufficiently effective to establish an attribution chain despite the 

challenges posed by active combat conditions (OPCW, 2025; US State Department, 2024 a).  

At the same time, the operational effectiveness of this component remained uneven. Ukrainian officials 

repeatedly reported shortages of advanced detection equipment and difficulties identifying newly 

introduced or mixed chemical agents. Hundreds of incidents involved unidentified substances, reducing 

the speed with which defensive measures could be implemented and allowing Russian forces to retain 

a degree of tactical advantage (Terajima, 2024). This case therefore illustrates both the strategic 

importance and the practical limitations of detection and identification under wartime conditions. 

Prevention Measures 

Prevention measures played a comparatively limited role in this case. Unlike proliferating states or non-

state actors seeking to acquire CBRN capabilities, Russia entered the conflict with an established 

chemical warfare infrastructure, specialised personnel, and domestic production capacity. Traditional 

prevention mechanisms such as export controls, non-proliferation arrangements, or interdiction efforts 

therefore had little direct influence on battlefield chemical employment (Spencer, 2025; RFERL, 2025). 

Nevertheless, the existence of international legal regimes such as the Chemical Weapons Convention 

remained relevant as part of the broader normative environment shaping international responses. 

Prevention mechanisms contributed to defining such Russian chemical weapons use as a violation of 

established international standards (US State Department, 2024 a; US State Department, 2024 c). 

Warning and Reporting 

Warning and reporting mechanisms proved relatively effective throughout the conflict. Ukrainian military 

reporting structures enabled the systematic recording of incidents and facilitated information sharing 

between military authorities, allied governments, and international organisations. The ability to generate 

a consistent record of chemical weapons use strengthened situational awareness and supported 

subsequent attribution efforts (Ministry of Defence of Ukraine, 2026). While warning and reporting 

systems cannot prevent attacks, they reduced the ability of Russian forces to employ chemical agents 

covertly. In this sense, reporting mechanisms contributed indirectly to deterrence by increasing the 

probability that incidents would eventually become publicly known and politically consequential (Hill, 

2025; US State Department, 2024 a). 

Protection Measures 

Protection measures represented one of the most directly relevant components of Ukrainian CBRN 

defence. Individual protective equipment, respiratory protection systems, and allied assistance 

programmes helped reduce the effects of chemical exposure and enabled Ukrainian forces to continue 

operating under contaminated conditions (Hill, 2025). However, protection remained incomplete. 

Reports of equipment shortages, difficulties identifying agents, and the growing scale of Russian 

chemical attacks indicate that protective measures reduced but did not eliminate the operational utility 

of chemical weapons. Russian forces continued to derive tactical benefits from forcing Ukrainian soldiers 

out of defensive positions, demonstrating that battlefield denial remained only partially successful. This 

is supported by assessments from some Western intelligence services, indicating that the Russian use 

of chemical agents continued to intensify in 2025 (Dutch Ministry of Defence, 2025; Syngaivska, 2024; 

Terajima, 2024). 

 Prepared Response and Consequence Management 

Prepared response and consequence management capabilities demonstrated a relatively high degree 

of resilience throughout the conflict. Despite thousands of reported chemical incidents, Ukrainian military 
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structures remained functional and no major operational breakdown attributable to chemical weapons 

use occurred (Ministry of Defence of Ukraine, 2026). The ability to treat casualties, manage incidents, 

and maintain operational continuity limited the disruptive effects Russia sought to achieve. While these 

capabilities did not prevent chemical attacks, they reduced the likelihood that individual incidents would 

generate wider military consequences (Hill, 2025). 

Recovery and Resilience 

Recovery and resilience mechanisms appear to have been among the most successful elements of 

Ukrainian CBRN defence. Despite the Russian chemical weapons use, there is little evidence that 

chemical attacks produced lasting strategic effects on Ukrainian resistance, political cohesion, or the 

broader conduct of the war (Jimenez, 2026). Chemical weapons generated local tactical advantages 

but failed to produce the broader military or political outcome that might have justified large-scale 

escalation. The ability of Ukrainian institutions and military structures to absorb repeated incidents 

without suffering strategic paralysis reduced the long-term utility of chemical weapons as an instrument 

of coercion. 

Collectively, the case of Ukraine demonstrates considerable variation in the effectiveness of individual 

CBRN defence components. Detection, identification, and protection measures played the most direct 

role in shaping Russian operational calculations, while prevention measures had comparatively limited 

relevance against an adversary that already possessed mature chemical warfare capabilities. Reporting, 

consequence management, and resilience mechanisms proved more successful at limiting the strategic 

effects of chemical weapons use than at preventing their battlefield employment. The result was a 

defensive posture capable of constraining escalation and reducing long-term utility, but not of denying 

all tactical benefits associated with chemical weapons use. 

6.1.2. Assessment against the Four Criteria 

The case of war against Ukraine can be evaluated against the four analytical criteria developed in 

Chapter 4. While the conflict demonstrates that CBRN defence did not prevent Russian chemical 

weapons use altogether, it also suggests that defensive capabilities influenced the conditions under 

which chemical agents could be employed and what type of agents were used. The overall assessment 

is summarized below. 

Table 2. Four Criteria Case Study Assessment - Invasion of Ukraine 

Criteria Assessment Evidence  

Visibility Moderate-High 

Ukrainian and Western-supported CBRN-related activities were visible 

through public reporting, OPCW technical assistance visits, allied 

assistance programs, sanctions, and official statements. However, 

many operational capabilities likely remain difficult for Russia to assess 

directly, and significant support measures were introduced only after 

chemical weapons use had become established. 

Credibility Moderate 

Ukrainian CBRN defence units remained operational throughout the 

conflict and successfully supported attribution efforts. Nevertheless, 

shortages of specialised detection equipment, difficulties identifying 

agents, and delays in receiving additional support possibly limited the 

perceived credibility of battlefield protection. 

Denial 
Mechanism 

Moderate, but 
limited 

Russian chemical weapons use continued throughout the conflict, 

indicating that CBRN defence did not eliminate the military utility of toxic 

agents. However, defensive measures reduced some operational 

effects and may have contributed to limiting escalation beyond riot-

control agents and choking agents. 

Attribution 
and 
Escalation 
Effect 

Potentially 
High, but 
delayed 

OPCW analyses, public reporting, and sanctions demonstrated that 

Russian chemical weapons use could ultimately be exposed and 

politically penalised. Although the process was slow and contested, it 



 

 

31 

presumably increased the anticipated costs associated with more 

extensive forms of chemical warfare. 

 

Applying the analytical framework developed in Chapter 4 demonstrates that the case of the Russo-

Ukrainian war presents a mixed picture across the four criteria. While visibility and credibility were 

sufficient to communicate the existence of Ukrainian and Western-supported CBRN defence 

capabilities, important operational shortcomings limited their deterrent effect. The denial mechanism 

functioned only partially, as Russian forces continued to derive tactical utility from chemical agents 

despite defensive measures. By contrast, attribution mechanisms proved comparatively stronger. 

Although often delayed, international investigations and OPCW technical assistance visits, public 

reporting, and sanctions implementation gradually increased the political costs associated with chemical 

weapons use. The overall result was therefore not complete deterrence, but a form of constrained 

escalation in which defensive capabilities influenced the upper limits of Russian behaviour without 

eliminating lower-level chemical employment. This underlines that deterrence by denial in the CBRN 

domain should not be understood as a binary condition. Defensive capabilities may constrain escalation 

or alter weapon choice, and anticipated costs can be increased without preventing employment 

altogether. Rather than understanding deterrence as successful or failed, the more useful takeaway is 

the examination of how defensive measures may shape the form and extent of adversary behaviour. 

6.2. Iran-Iraq War 

As becomes apparent in this examination, deterrence mechanisms were most comprehensively absent 

during the Iran-Iraq War, making it a particularly intriguing historical case of application of this paper’s 

framework. Unlike Ukraine, where the absence of Russian escalation past a certain threshold was 

examined, the question in this assessment is more fundamental: why did the attacking party face no 

meaningful denial-based constraint for most of the conflict, and what does the eventual partial 

development of that constraint reveal about the structural prerequisites that deterrence by denial 

requires? The case illustrates the negative application of the framework and, through absence, what the 

four criteria are actually measuring. 

Iraq initiated the conflict on 22 September 1980, when Iraqi dictator Saddam Hussein ordered an 

invasion of western Iran, with the underlying assumption that the Islamic Republic was militarily 

vulnerable following the 1979 revolution's purge of the officer corps and internationally isolated following 

the hostage crisis (Razoux, 2015). Iraq's war effort was financed by Saudi Arabia and Kuwait and 

received tactical support from both the United States and the Soviet Union. Despite their opposition in 

the broader Cold War, both countries prioritized containment of Iranian revolutionary influence over their 

own conflict and compliance with international norms (CIA, 2007; Davar, 2020; Karsh, 2002). In contrast, 

Iran's only significant allies were Syria and Libya, themselves ostracized from an international 

community, representing an asymmetry that could have contributed to limited disapproval from the 

international community vis-a-vis the Iraqi use of chemical weapons. Iraqi expectations of a rapid victory 

proved misplaced. Rather than collapsing under the pressure of the invasion, Iran gradually reorganized 

its armed forces and mobilized large numbers of volunteers. By 1982, Iraqi forces had lost the strategic 

initiative and were increasingly forced onto the defensive. What Baghdad had expected to be a short 

campaign turned into a prolonged war of attrition (Karsh, 2002). 

In this context, by the early 1980s Iraqi planners increasingly viewed chemical weapons as a force 

multiplier capable of compensating for manpower disadvantages and disrupting Iranian offensive tactics 

(Cordesman & Wagner, 1990). Faced with repeated Iranian assaults and mounting battlefield pressure, 

Iraqi decision-makers came to regard chemical agents as a practical operational tool capable of 

restoring battlefield advantage at a relatively low cost. Iranian forces gradually regained lost territory and 

demonstrated a willingness to absorb exceptionally high casualties in offensive operations. For Saddam 

Hussein, the war increasingly became a test of regime survival rather than a limited territorial dispute. 

At the same time, Iraq's diplomatic position remained comparatively secure as financial support from 

Gulf monarchies and tacit approval from world’s biggest powers continued. Under these conditions the 

use of chemical weapons appeared increasingly attractive, culminating in the first verified Iraqi use of 

chemical agents in 1982, initially deploying riot-control agents against Iranian human-wave attacks, 
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before escalating to mustard gas by mid-1983 and tabun as confirmed in March 1984, the first use of a 

nerve agent in warfare since the Second World War (Tucker, 2007). By the war's end in August 1988, 

Iraq had produced over 3,857 tons of chemical weapons agents including mustard gas, tabun, sarin, 

GF, and VX. Iraq carried out more than thirty confirmed chemical attacks on Iranian civilian population 

centres during the war's final phase alone (Asadzade, 2024). In total, Iranian government estimates put 

the conflict-wide chemical weapons toll at approximately 100,000 wounded or exposed and roughly 

5,000 killed (Brill, 2022). The attacks were highly successful and showed that the uninhibited CBRN use 

against a defender without defensive capabilities can achieve a significant operational impact 

(Asadzade, 2024). Captured Iraqi accounts and post-war interviews suggest that Iraqi commanders 

regarded chemical weapons as one of the key factors enabling battlefield breakthroughs against 

entrenched Iranian positions. In their assessments, chemical attacks disrupted command structures, 

reduced troop cohesion and facilitated conventional follow-on operations (Woods, Murray & Holaday, 

2011). A striking example of such operational success would be the 1988 recapture of the Faw 

Peninsula, in which Iraqi forces deployed an estimated 100 tons of chemical agents against Iranian 

defensive positions and broke through lines that had held for two years (Russell, 2000). 

The United Nations dispatched an investigative team in early 1984, and the Secretary-General formally 

condemned Iraqi chemical weapons use in March 1986. The Security Council resolutions that addressed 

the war during this period demanded a ceasefire and respect for humanitarian law but none imposed 

meaningful consequences for chemical weapons violations specifically (FAS, n.d.; UN Secretary 

General,1986). France, Iraq's principal arms supplier, remained silent; its major newspapers reportedly 

speculated that Iranian casualties were the result of industrial accidents (FAS, n.d.). The United States 

provided Iraq with detailed imagery and maps of Iranian troop movements and logistics during the period 

when it was aware of ongoing chemical attacks (Asadzade, 2024; Harris & Aid, 2013). The practical 

consequence of this international posture was to largely remove attribution and escalation cost from the 

Iraqi calculus. The weakness of the attribution mechanism extended beyond governments to the broader 

information environment. Although UN investigations repeatedly confirmed Iraqi chemical weapons use, 

public understanding of the scale and systematic nature of the programme remained limited throughout 

much of the conflict. In several Western countries, media coverage was sporadic and often framed 

chemical incidents as contested allegations rather than established violations (Hiltermann, 2007). Even 

after multiple UN reports, Iraq continued to benefit from the perception that evidence remained 

inconclusive or politically disputed. 

Iran's CBRN defensive posture at the outset of the conflict was minimal, reflecting that it had not 

anticipated the dimension of warfare it was about to face. In the early years of the war, Iranian stockpiles 

depended overwhelmingly on conventional systems inherited from the Shah's military, and there is no 

evidence that a serious CW defence programme existed before Iraqi chemical use became operationally 

significant in late 1983. The scramble for protective equipment that followed was chaotic. Iran attempted 

to procure gas masks through international markets; an April 1984 contract for 5,000 respirators with an 

East German company, awarded on the basis of price, delivered industrial half-masks designed for paint 

sprayers rather than combat use. UN specialists visiting Iranian positions in March 1984 observed 

Revolutionary Guards handling unexploded Iraqi chemical ordnance wearing ordinary domestic rubber 

gloves, without protective garments (Zanders, 2019). Iraqi commanders were able to exploit high 

temperatures to degrade the operational utility of whatever protective equipment Iranian forces did 

acquire, since suits and masks cannot be worn for extended periods under such conditions (Woods et 

al., 2009; Zanders, 2019). Ali (2001) documents how Iraqi chemical attacks routinely broke up Iranian 

human-wave formations, underlying how Iraq’s documented early use of chemical agents clearly 

reflected the difficulties in maintaining forward momentum and combat cohesion of unprotected troops 

exposed to even lachrymatory agents and mustard gas.  

The ease and success with which Iraq utilized chemical weapons is indicative of a complete absence of 

the denial mechanism criterion. A CBRN attack generates its maximum tactical advantage precisely 

when the defending force cannot detect what agent has been deployed, cannot identify its properties 

quickly enough to apply the correct countermeasures and cannot sustain protective measures in the 

operational environment, and therefore cannot manoeuvre around contaminated areas or treat 

casualties effectively. Every one of these conditions applied to Iranian forces in the initial phase of Iraqi 

chemical employment.  
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Iran's defensive posture did develop over time. By the mid-1980s, Iran had formed specialist 

decontamination units using Soviet-supplied protective gear transferred through Syria, had procured 

additional gas masks from Israeli suppliers and chemical suits from British ones, and Iranian officials 

stated in November 1986 that the country had achieved self-sufficiency in protective equipment, a claim 

the available evidence suggests was premature (Brill, 2022). Iraqi intelligence tracked these 

procurement efforts closely, which itself constitutes evidence that Iraq monitored and processed 

information about Iranian defensive capability, as the credibility criteria require a functioning deterrence 

signal (Brill, 2022). The tactical record suggests that improving Iranian protection generated some 

operational friction: Iraq shifted, over the later stages of the war, toward targeting civilian populations 

rather than purely military formations, a pattern consistent with an adversary recalibrating its use of 

chemical weapons in response to incremental improvements in the adversary's military protection. The 

attack on the town of Sardasht with mustard gas in June 1987, which killed 130 people and chemically 

injured approximately 8,000, was the first confirmed deliberate chemical strike on a purely civilian 

population (Asadzade, 2024; Krasny, 2020). Iraq chose to bypass improving military defenses by 

redirecting violence toward unprotected civilians, highlighting Baghdad’s approach to chemical weapons 

as a show of power meant to intimidate. When troops became more protected against the attack, the 

Iraqi leadership shifted towards soft targets such as civilian populations. 

Conversely, the question of Iranian restraint from chemical retaliation is worth examining. At the outset 

of the conflict, the Iranian leadership adopted a categorical position against chemical weapons. 

According to later accounts by senior Iranian officials, Ruhollah Khomeini rejected proposals to develop 

chemical, biological, and nuclear weapons in 1984, arguing that such weapons were incompatible with 

Islamic principles, instead directing resources instead toward protective measures and medical 

countermeasures (Porter, 2014). As Iraqi chemical attacks intensified, and international responses 

remained largely symbolic, Iran did develop a nascent chemical weapons programme during the conflict. 

The US Defence Intelligence Agency assessed in a declassified 1990 document that Iran used chemical 

weapons late in the war, though never as extensively or successfully as Iraq (CIA, 1990). The US State 

Department has since identified Iranian-origin mustard-filled 130mm mortars used near Basra in April 

1987, and UNSCOM inspectors discovered 165 81mm mortars of probable Iranian origin filled with sulfur 

mustard with a different chemical signature than Iraqi-produced agent during a 1991 inspection (US 

State Department, 2018). Iran's then-Prime Minister Mir Hossein Mousavi stated in December 1987 that 

Iran possessed a chemical capability and had established a special section for offensive chemical 

weapons, adding that it would be used "only when Islam allows us and when we are compelled to do 

so" (Porter, 2014). In September 1987, Minister Mohsen Rafighdoost secretly initiated production of 

mustard gas precursors, following the Sardasht attack, and subsequently sought approval from 

Khomeini, but the ruling was reaffirmed without exception. In Khomeini's recorded formulation: "If we 

produce chemical weapons, what is the difference between me and Saddam?" (The Week, 2015) 

Khomeini's own letter accepting the ceasefire in July 1988 referenced the enemy's chemical weapons 

use and Iran's "lack of equipment to neutralize them" as a factor in the decision, a formulation that 

acknowledged the defensive gap directly (Porter, 2014). Even without explicit approval from the supreme 

leader, the Iranian government adjusted to the ever-changing conditions of the war and resorted to 

limited use of chemical weapons, even if Iranian forces were unable to employ them at the same scale 

as Iraq did. For this paper's analytical framework, the Khomeini constraint is significant as it illustrates 

a case where Iranian restraint operated entirely outside the logic of denial-based signalling. Iraq's use 

of chemical weapons was not fully deterred by Iranian defensive capability; Iran's retaliation was initially 

deterred by an internal doctrinal prohibition that Iraq did not create and could not reliably observe or 

verify. From the perspective of the visibility and credibility criteria, Iran's restraint was largely visible to 

Iraq as a strategic signal. The CIA's 1990 assessment and the Wilson Center's analysis of captured Iraqi 

intelligence documents both indicate that Iraq tracked Iranian chemical acquisition efforts with significant 

analytical attention throughout the conflict precisely because the regime could not exclude the possibility 

of retaliation (Brill, 2022; CIA, 1990). 

The formal attribution architecture at the time was almost completely non-functional as a deterrent 

instrument. The 1925 Geneva Protocol, to which both Iraq and Iran were parties, prohibited the use of 

chemical weapons in warfare; Iraq proceeded with its programme regardless (Ali, 2001). The Protocol 

contains no verification mechanism, no enforcement provisions, and no institutional authority capable of 

imposing political costs on a violating party that enjoyed the tacit protection of the two permanent 
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Security Council members best positioned to sanction it. The UN Secretary-General's 1986 

condemnation was dismissed without consequence. The practical lesson drawn by observers at the time 

was caustic. One US source noted after the conflict that military delegations were "virtually queuing up 

in Baghdad to see how Iraq did it," and that "poor countries see CW as the equalizer" (Ali, 2001). The 

attribution criterion's value as a deterrent mechanism depends on a chain from identification to political 

cost that the international community structurally refused to complete. 

6.2.1. Assessment of CBRN Defence Components 

Detection and Identification 

Iranian detection and identification capacity was negligible at the outset and remained limited throughout 

the conflict. The inability of Iranian forces to identify agents rapidly enough to implement appropriate 

countermeasures was a direct contributor to battlefield losses, most starkly during the Faw Peninsula 

operations in April 1988, where the combination of nerve agents and mustard against unprepared 

defenders produced the operational collapse that ended Iranian control of the territory (Asadzade, 2024). 

The progressive improvement in Iranian detection capacity through the later years of the war appears 

to have generated some shift in Iraqi targeting behaviour, which led to redirection of CW use toward 

less-defended civilian targets rather than reduction in operational frequency. The fundamental problem 

was the lack of the forensic infrastructure, the analytical laboratory capacity, and the standardized 

sampling procedures that identification capability requires. Iran had no institutional mechanism through 

which identification findings could generate the attribution chain the framework requires for deterrent 

effect. 

Prevention Measures 

Given the lack of offensive CBRN capabilities within the Iranian military and particular geopolitical factors 

examined earlier, prevention mechanisms were not relevant for the Iraqi government in this case. Iraq's 

chemical weapons programme was developed domestically, with substantial Western assistance 

including precursor chemicals and facility construction by West German firms under pesticide 

programme cover (Deutscher Bundestag, 2013; Tucker, 2008). As the Chemical Weapons Convention 

had not yet been drafted at the time of the war and would not enter into force until 1997, there was no 

formal international legal basis for prevention-oriented action. While a number of Western states 

resorted to export controls on a list of chemical weapon precursors to both Iran and Iraq, this did little to 

alleviate the existing defensive asymmetry. While Iran continued to struggle to acquire adequate 

protective equipment, Iraq modified its procurement strategy in response to export controls and adjusted 

its existing acquisition network of CW-relevant precursors, by both transferring procurement 

responsibility to ostensibly civilian agencies and using seemingly legitimate front companies to disguise 

the true purpose and destination of the shipments at a larger scale than the equivalent Iranian channel 

(Tucker, 2008; UNMOVIC, 2005). The CBRN-related prevention architecture, where it existed at all, 

proved insufficient to fully restrict Iraqi CW programmes, or prevent development of the Iranian one. 

Warning and Reporting 

Iranian military structures did develop systematic reporting of chemical incidents over the course of the 

conflict, accumulating a record that fed into UN investigative processes. This reporting contributed to 

the 1986 Secretary-General's condemnation and to subsequent UN missions in 1988. However, the 

political utility of that evidentiary record was constrained by the international community's unwillingness 

to act on it within the context of this war, signalling a position that in effect represented a bias against 

Iran as the party of conflict subjected to more extensive chemical weapon attacks. Warning and reporting 

functioned as a documentation mechanism rather than as a deterrence instrument as the chain from 

documented incident to infliction of political cost was severed at the institutional level, rather than 

through evidentiary constraints. 

Protection Measures 

Protection measures were the component that showed the most development across the conflict 

timeline and the one most directly relevant to whether Iraqi operational calculus was affected at all. 

Iranian procurement of protective equipment through multiple channels, including Israeli gas masks, 
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British chemical suits, and Soviet-supplied protective gear via Syria, gradually improved the defensive 

posture of military formations, though the improvement was uneven and persistently lagged behind the 

Iraqi capabilities (Brill, 2022; Zanders, 2019). The tactical evidence of a shift in Iraqi CW targeting toward 

civilians in the conflict's final phases is consistent with protection measures generating some operational 

friction, though it falls well short of clearly demonstrating deterrence effect. Iraqi forces advancing on 

Faw in April 1988 wore chemical suits and successfully advanced immediately behind chemical 

barrages, indicating both that Iraq had invested in its own protective capability and that asymmetry in 

CBRN defence capabilities may have direct battlefield consequences (Tyler, 1988). 

Prepared Response and Consequence Management 

Iran's consequence management capacity improved over the war but never reached operational 

sufficiency. The scale of chemical casualties, 60,000 by Iranian estimates across the conflict, 

overwhelmed available medical infrastructure (FAS, n.d.). The long-term medical consequences, with 

thousands of survivors still requiring regular treatment decades later and approximately 1,000 remaining 

hospital inpatients as of 2002, indicate that consequence management failed to contain the enduring 

effects of chemical exposure at the scale Iraq deployed it (Fassihi, 2002). From a deterrence 

perspective, an adversary observing this outcome would have no rational basis for concluding that 

consequence management would absorb the effects of future attacks. The denial signal was therefore 

largely absent. 

Recovery and Resilience 

Iranian societal and military resilience was, in structural terms, the most consequential defensive asset 

the country possessed. Despite suffering over 100,000 chemical casualties across the conflict and 

facing chemical attacks that included nerve agents against military formations and mustard gas against 

civilian urban populations, Iran continued fighting for several years after Iraqi CW use became 

operationally systematic. Khomeini's own ceasefire letter cites, alongside the chemical weapons 

dimension, Iran's "lack of equipment to neutralize them" as a factor in accepting Resolution 598, which 

suggests that it was the combination of military inability to protect forces or population centres and the 

strategic absence of countervailing capability, rather than the chemical attacks alone, that eventually 

contributed to the Iranian acceptance of negotiated settlement (Porter 2014). Resilience, in the absence 

of protection, warning, detection, and consequence management, therefore functioned as temporary 

attrition absorption rather than an effective deterrence tool. It enabled the survival of defensive structure 

long enough to allow the political decision for ceasefire, without generating the conditions under which 

Iraq would have rationally reduced or constrained its chemical weapons programme. 

6.1.2. Assessment against the Four Criteria 

The Iran-Iraq case presents the starkest possible application of the four-criteria framework: a conflict in 

which the criteria were satisfied on neither side in ways that could generate deterrence by denial, 

producing a case of structural deterrence absence rather than deterrence failure in the conventional 

sense. The distinction matters analytically. Deterrence failure implies the existence of a signal that failed 

to constrain adversary behaviour. Deterrence absence describes a situation in which the signal was 

never coherently emitted, the reception conditions for it never established, and the political architecture 

required to convert attribution into cost never assembled. The case therefore highlights the importance 

of examining the prerequisites of deterrence rather than judging effectiveness solely through the 

presence or absence of CBRN use. The framework table below captures this assessment across both 

sides 
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Table 3. Four Criteria Case Study Assessment - Iran-Iraq War 

Criteria Assessment Iranian Posture 

Visibility Low to negligible 

Iranian protective equipment procurement was observable to 
Iraqi intelligence but remained too fragmented and 
operationally inadequate to constitute a credible denial signal. 
No systematic exercise demonstrations, no public doctrine, 
no alliance-level coordination that would have generated the 
inferential weight the criterion requires was present 
 

Credibility Low 

Iranian declarations of offensive chemical capability in 1987 
and self-sufficiency in protective equipment a year earlier 
were undercut by the absence of demonstrated capacity and 
the theological constraint operating in parallel. The difference 
between declaratory posture and operational reality was 
visible to Iraqi intelligence, which tracked Iranian acquisition 
efforts with scepticism throughout (Brill, 2022). 
 

Denial Mechanism 
Moderate and 
delayed 

Iranian protection improvements generated some operational 

friction by the conflict's later stages, evidenced by the shift in 

Iraqi targeting behaviour toward civilian populations. 

However, the Faw Peninsula operations demonstrate that 

even at their most developed, Iranian defensive measures 

could not deny Iraq the operational benefits of large-scale 

chemical use against military formations. 

Attribution and 
Escalation Effect 

Structurally non-
functional 

Iran built a documentary record that generated UN 
investigative missions and formal condemnation. The 
attribution chain worked technically but was severed at the 
political level by the international community's refusal to 
impose costs. The criterion requires that attribution translates 
into anticipated political cost; this condition was not satisfied 
 

 

6.3. NATO Signalling 

The preceding assessments examine how adversary behaviour was shaped, or failed to be shaped, by 

the presence or absence of CBRN defensive capability while this examination operates from the 

opposite direction. It treats NATO as the actor whose signalling is itself under analytical scrutiny, 

exploring whether NATO's CBRN defence posture satisfies the conditions for effective deterrence by 

denial, and where the architecture falls short at the level of the perceptual effect that capability is 

intended to produce.  

NATO’s signal is best understood as cumulative. It is carried through institutions, rotations, procurement 

initiatives, civil-preparedness mechanisms and repeated multinational exercises rather than through 

individual declarations. It’s also intertwined with non-NATO actors, like the EU or the national authorities, 

which makes it more complex analytically. The Washington Summit Declaration links investment in 

CBRN capabilities to the requirement to operate effectively in all environments, while the Alliance’s own 

description of the Combined Joint CBRN Defence Task Force presents it as a deployable capability 

designed to preserve freedom of action and operational effectiveness in a CBRN threat environment 

(NATO, 2022 a; NATO, 2024 b). This cumulative character distinguishes NATO from the adversary 

profiles examined elsewhere in this paper, making the signalling question non-trivial. How to understand 

accumulated institutional investment and the deterrent effect it is producing? NATO militaries have 

developed CBRN defence capabilities; whether those capabilities are sufficiently visible, credible and 

comprehensible to influence adversary decision-making before a crisis occurs is a different question 

altogether. 
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6.3.1. Overview of the capabilities 

Relevance of NATO's CBRN defence as a deterrent depends entirely on whether those assets 

cumulatively plausibly deny the effects an adversary would seek from CBRN employment. In military 

terms, CBRN use may be attractive because it can create uncertainty, slow manoeuvre, overload 

medical systems, complicate command decisions, and generate political pressure disproportionate to 

the material scale of the attack. The denial mechanism criterion in this paper's analytical framework 

requires mapping capability onto the specific benefits it negates rather than treating defence as a 

homogeneous category. 

The Combined Joint CBRN Defence Task Force is one of the Alliance’s core capable instruments. NATO 

describes it as a multinational asset composed of the CBRN Defence Battalion and the CBRN Joint 

Assessment Team, deployable across the full spectrum of NATO operations within two to thirty days, 

with more than twenty Allies having contributed at one point and eight to ten states typically participating 

in each rotation (NATO, 2022 a). Its published task set encompasses reconnaissance and monitoring, 

sampling and identification of biological, chemical and radiological agents, hazard management and 

decontamination, and specialised CBRN assessment and advice to commanders. Three specific 

capability commitments reinforce this structure: a Deployable CBRN Analytical Laboratory, a CBRN 

Multirole Exploitation and Reconnaissance Team, and an Aerial Radiological Survey capability (NATO, 

2022 a). The deterrent logic of this force package lies in an assumption that a CBRN attack is most 

useful to an adversary in the period before the defender understands what has happened, how far 

contamination has spread, whether the agent is persistent, and which units can safely continue 

operating. By maintaining a deployable force that links reconnaissance, sampling, identification, 

decontamination and commander assessment in a single structure, NATO signals that this exploitation 

window would be shorter than an adversary might hope. Without rapid in-theatre analysis, a defender 

may be forced into worst-case assumptions across the force: units remain masked for longer, 

manoeuvre slows, medical treatment becomes less targeted, and commanders delay decisions until the 

hazard picture clarifies. With a laboratory deployed into or near theatre, NATO reduces the interval 

between exposure and informed response. For deterrence by denial, that interval is the decisive variable 

as it informs the attacker's expected benefit based on the toxic properties of the agent and how long the 

defender remains diagnostically blind. NATO's signal is therefore not merely that agents can eventually 

be identified; it is that identification can occur rapidly enough to constrain the exploitation window before 

it generates a durable operational advantage (NATO, 2022 a). 

Medical preparedness operates through an analogous pathway. The deterrent value of CBRN medical 

capability lies in its effect on the adversary's expectation of casualty shock. A chemical or biological 

incident can be militarily useful even with limited casualties if it overwhelms evacuation and treatment 

systems, or forces commanders to divert attention from ongoing operations. The 2024 Vigorous Warrior 

exercise, the largest in NATO's military medical exercise series, involved 1,600 military medical experts 

from 27 Allies and partner nations and explicitly exercised casualty care and decontamination across 

first-responder, field hospital, theatre hospital and definitive care functions in a realistic Article 5 setting 

(NATO, 2024 a). A dedicated CBRN Medical Working Group under COMEDS, the Committee of the 

Chiefs of Military Medical Services in NATO, sustains doctrine, standardization and multinational 

healthcare coordination as standing functions rather than episodic responses (NATO, 2025). These 

exercises and institutional arrangements make the adversary assumption that CBRN use would 

automatically produce medical breakdown or political panic less plausible. 

The institutional backbone of this capability is equally consequential for the credibility criterion. The Joint 

CBRN Defence Centre of Excellence in Vyškov contributes to strengthening credibility by 

institutionalizing CBRN expertise over time (JCBRN Defence CoE, 2026). Its deterrent value lies in 

institutional continuity, as CBRN defence is a technical field in which competence decays if not 

exercised, updated and standardised. A permanent multinational institution reduces the risk that CBRN 

preparedness becomes a residual capability maintained only on paper. It also creates a visible 

mechanism through which lessons from exercises, operations and emerging threats are fed back into 

Allied practice, a cycle whose sustained functioning is itself a signal of commitment that single 

demonstrations cannot replicate (JCBRN Defence CoE; 2026; NATO, 2022 a). 
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In October 2021, eleven Allies launched three multinational High Visibility Projects covering CBRN 

protection equipment, detection and identification systems, and a network of shared CBRN defence 

facilities, designed respectively to establish frameworks for standardised individual and collective 

protection, develop and procure advanced detection systems, and share access to national training sites 

and biological laboratories (NATO, 2021). In a context of any military alliance, an adversary does not 

need every member state to lack the necessary capabilities; it only needs to identify exploitable seams 

between national forces, standards and procedures. Multinational procurement and shared facilities are 

a deterrent precisely insofar as they reduce those seams, communicating that CBRN defence is 

becoming less dependent on isolated national pockets of excellence and more available as a 

comprehensive coalition function. 

Consequence management and resilience extend the signal beyond the military domain. The Euro-

Atlantic Disaster Response Coordination Centre organizes regular consequence management 

exercises in which civilian and military actors train together to respond to CBRN incidents. The exercises 

were mentioned as the most important signal by some of the experts interviewed for this research. In 

the past several years, CBRN aspect has been more integrated within larger projects, such as the 

BULGARIA 2025 exercise which covered chemical, radiological and nuclear incident management, 

emergency medical response, civil-military cooperation and host nation support, and was explicitly 

linked to resilience and cross-border emergency management (NATO EADRCC, 2025). The 2024 

Washington Summit Declaration describes national and collective resilience as an essential basis for 

credible deterrence and defence, rooted in Article 3, emphasizing whole-of-government preparation 

across all hazards (NATO, 2024 b). For the denial mechanism, this addresses the political dimension of 

CBRN coercion. An adversary calculating that CBRN use against Alliance territory could produce 

durable political effects, administrative breakdown or public panic must be made to factor in a civil-

military recovery architecture designed to deny exactly that expectation. 

A final capability layer is emerging through innovation. The NATO Defence Innovation Accelerator for 

the North Atlantic (DIANA) describes itself as NATO's innovation engine, with sixteen accelerator sites 

and more than 200 test centres across the Alliance, an architecture that could become relevant to future 

CBRN sensing, diagnostics and protective technologies (NATO DIANA, n.d.). At present, DIANA is better 

treated as a prospective supplement than as a central element of NATO's existing deterrence signal. It 

is nonetheless relevant as evidence of institutional forward commitment: an adversary assessing 

whether Alliance CBRN capability is static or evolving encounters an organization that has built an 

innovation infrastructure with direct potential application to CBRN defence. This is underlined through 

active involvement of NATO DIANA with the Alliance’s CBRN defence bodies, including the JCBRN 

Defence COE (JCBRN Defence COE, 2026).  

Russia's invasion of Ukraine highlighted areas in which NATO's CBRN posture continues to evolve. 

These lessons demonstrate that NATO possesses institutional mechanisms capable of identifying and 

incorporating operational experience into doctrine, training and capability development, with 

organisations such as the JCBRN Defence COE playing a central role in this process. At the same time, 

the existence of an active lessons-learned process highlights NATO's need to adapt to developments 

observed in Ukraine. It suggests that parts of the Alliance's CBRN architecture were designed for a 

different threat environment, and emerging challenges such as widespread drone employment, 

dispersed chemical attacks and the growing interaction between conventional and CBRN operations 

continue to require doctrinal and organisational adjustment. Continuous adaptation strengthens 

credibility by demonstrating institutional learning and sustained investment. 

6.3.2. Communication of capabilities 

NATO communicates its CBRN posture through a mixture of formal declarations and routine military 

practice. The formal level establishes that CBRN defence is part of a broader deterrence agenda. The 

2024 Washington Summit Declaration places CBRN defence investment alongside cyber defence, 

protection of critical undersea infrastructure and interoperability as explicit Alliance priorities (NATO, 

2024 b). NATO's own task force documentation goes further, defining the mission in explicitly operational 

terms: the Combined Joint CBRN Defence Task Force exists to provide a rapidly deployable and credible 

CBRN defence capability in order to maintain freedom of action and operational effectiveness in a CBRN 

threat environment (NATO, 2022 a). Such language communicates denial, making it clear that NATO 
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expects its formations to continue fighting, commanding and recovering under CBRN conditions. This 

signal was sharpened after February 2022. NATO states that the Combined Joint CBRN Defence Task 

Force was activated for the first time in a deterrence-and-defence role in March 2022, in direct response 

to Russia's invasion of Ukraine and the accompanying belligerent nuclear, chemical and biological 

rhetoric. This activation made it clearly visible that the Alliance was prepared to move CBRN defence 

into an explicitly deterrent register, a shift in framing, timing and public character of which was itself a 

communicative act (NATO, 2022 a). 

Nonetheless, the effectiveness of NATO's communication efforts should not be overstated. Although the 

Alliance regularly publicises CBRN defence exercises, capability initiatives and institutional 

developments, much of this communication remains directed at specialist audiences rather than at 

adversary decision-makers. Many of the most important elements of NATO's CBRN architecture, 

including laboratory networks, standardisation processes, medical coordination mechanisms and 

lessons-learned structures, are highly technical and difficult to communicate outside professional 

communities without risking excessive disclosure that may in effect curtail the desired deterrence effect. 

During interviews it became clear that experts working in this field are often narrowly focused within the 

CBRN community and do not - or are not enabled to - conceptualize their role within the broader context 

of the Alliance posture. This creates a structural challenge for deterrence by denial. The capabilities 

most relevant to reducing the utility of CBRN use are not necessarily the capabilities that are easiest to 

observe. Many CBRN capabilities lack obvious visual or political visibility. As a result, NATO's CBRN 

defence posture may be stronger operationally than it appears strategically.  

CBRN-adjacent topics are difficult to discuss publicly without a direct incident involved as it invokes a 

significant communication cost due to the anxieties it may generate within the general population. This, 

however, does not absolve NATO of the duty to communicate its importance to the public, which it will 

need to do now and in the future. Even the use of chemical weapons by Russia against Ukrainian troops 

is not often publicized or sufficiently present in media reporting, which benefits Russian strategic posture 

as it enables it to circumvent scrutiny beyond the specialist and military communities. During interviews 

conducted for this paper, experts highlighted how important it is for NATO to take control of the narrative 

and occupy the information space. Raising awareness among the civilian population helps build societal 

resilience and makes it more immune to a potential attack.  

That said, visibility is not uniform across audiences. CBRN signalling lacks major force deployments or 

clear demonstrations of capabilities that are more readily visible with other conventional disciplines. A 

multinational laboratory network, a revised standard for sampling and identification, or the agenda of a 

CBRN Medical Working Group are highly relevant to military effectiveness but less immediately legible 

than combat aircraft on alert. The research notes in the source material for this case study are direct on 

this point: much of NATO's CBRN signalling is technical, institutionally dispersed and directed at 

professional rather than mass audiences (NATO, 2022a; NATO, 2024 b). State adversaries with 

functioning intelligence collection, which is the primary target of denial-based deterrence signals, can 

register and interpret technical and institutional indicators. This does mean, however, that the NATO 

case depends more heavily on repeated observable practice among specialist communities than on 

strategic theatre directed at decision-making elites. 

6.3.3. Structural limitations 

Despite significant progress in capability development, several structural limitations complicate NATO's 

ability to convert CBRN preparedness into a coherent deterrence signal. These limitations introduce 

uncertainty regarding how those capabilities are perceived by potential adversaries and how effectively 

they would function under operational conditions. 

Uneven implementation across the Alliance represents a first challenge. NATO's CBRN posture relies 

heavily on national contributions, creating inevitable variation in readiness levels, available equipment, 

training standards and force structures. While some Allies maintain extensive specialist capabilities and 

regularly participate in multinational exercises, others possess more limited resources and place greater 

emphasis on different areas of defence planning. This diversity is an expected feature of a multinational 

alliance, but it creates a signalling challenge. An adversary assessing NATO's CBRN preparedness is 

not evaluating a single unified force, but rather a collection of national capabilities whose quality and 
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availability may differ significantly across the Alliance. This is a natural outcome of varied national 

prioritisation of capabilities reflecting the diverse security challenges and risks that Allied nations face. 

Given their geopolitical situation and priorities, countries on the Eastern flank of the Alliance may 

perceive CBRN as a more immediate security threat compared to countries on the Atlantic coast for 

whom investment into other military capabilities may represent a more effective use of resources. 

A second limitation concerns the integration of CBRN scenarios into broader military readiness activities. 

In recent years NATO conducted a number of dedicated CBRN exercises, including large-scale medical 

and consequence-management events. These exercises demonstrate specialist expertise and provide 

valuable opportunities for interoperability and lessons learning. However, specialist proficiency does not 

equal force-wide readiness. It is important to evaluate whether and how the conventional formations 

across the Alliance routinely train and operate under realistic CBRN conditions within larger warfighting 

exercises. If CBRN scenarios remain concentrated within specialist communities, adversaries may 

reasonably question whether the wider force would be capable of maintaining operational effectiveness 

during a prolonged contamination event. The challenge lies in integrating CBRN considerations into the 

broader military culture of readiness and deterrence. 

The Joint Analysis and Lessons Learned Centre, NATO's central authority for cross-domain analysis, 

has produced an extensive body of flagship products over more than two decades, covering a variety 

of different topics, none of which addressed CBRN specifically (JALLC, n.d. a). CBRN lessons learned 

instead run through a separate channel: the JCBRN Defence COE maintains its own CBRN Defence 

Community of Interest within the NATO Lessons Learned Portal, a structure adjacent to JALLC's 

analytical stream (JCBRN Defence COE, n.d.). The same pattern appears in the 2025 JALLC report on 

operational and tactical level observations from Russia's war against Ukraine, described by the Centre 

as one of its most thorough reviews of the war to date. It organises its findings around manoeuvre, fires, 

command and control, intelligence, logistics, force protection, civil-military cooperation, uncrewed 

systems and several further domains. CBRN is not explicitly named, despite chemical weapons use 

being among the more extensively documented features of the conflict (JALLC, n.d.-b). CBRN 

observations sit outside the lens through which NATO synthesises its central lessons from the war, 

despite the efforts with which JCBRN Defence COE and its dedicated Community of Interest continue 

to process them. As Chapter 6.1 demonstrates, the invasion constitutes the clearest contemporary 

instance of CBRN employment against a state defended by Western-supplied capability. NATO's own 

officials describe the same problem in similar terms. At the conclusion of Exercise STEADFAST WOLF 

2025, Jim Stokes, former NATO's Director of Nuclear Policy, was quoted as “CBRN Defence is not a 

niche topic for specialised forces. While we need their expertise and capabilities, we also need Allied 

general-purpose forces that are trained and equipped to operate in CBRN threat environments. (NATO 

Joint Warfare Centre, 2025)” This remark helps to illustrate that CBRN defence is substantial enough to 

sustain its own dedicated exercise series, Centre of Excellence and lessons-learned community. That 

self-sufficiency allows it to remain adjacent to the Alliance's general-purpose warfighting architecture.  

A final limitation concerns the relationship between attribution and political response. NATO and its 

partners have invested heavily in tools that are designed to reduce ambiguity surrounding CBRN 

incidents. While those capabilities significantly strengthen the technical ability to identify responsible 

actors, they are not by themselves sufficient to automatically generate a deterrence effect. The political 

process that follows identification remains dependent on consensus-building and broader strategic 

considerations. Recent cases involving chemical weapons use have demonstrated that technical 

findings can be contested, delayed or politically disputed even when the underlying evidence is strong. 

Consequently, a potential adversary may distinguish between the likelihood of being identified and the 

likelihood of facing a rapid and unified political response. 

6.3.4. Assessment against the Four Criteria 

Applying the four analytical criteria to NATO’s CBRN posture requires a different evaluative logic than 

the conflict cases examined earlier. There is no adversary behaviour to observe directly, no escalation 

pattern to trace and no moment at which deterrence visibly succeeded or failed. However, despite these 

differences in empirical application, the four-criteria framework developed in this study remains a useful 

tool for a structured assessment of the NATO signalling in the context of CBRN defence as a component 

of a broader deterrence-by-denial architecture. The assessment is therefore prospective rather than 
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retrospective; it asks whether the existing architecture generates the perceptual conditions under which 

an adversary would rationally discount the operational utility of CBRN employment against Alliance 

forces and territory. 

Table 4. Four Criteria Case Study Assessment - NATO Signalling 

Criteria Assessment NATO Signalling 

Visibility Low-
Moderate 

Task force rotations, multinational procurement projects, Vigorous Warrior, 
EADRCC exercises, and Washington Summit declarations provide 
publicly observable and consistent signals. The signal is technically 
coherent but concentrated in specialist and institutional channels rather 
than high-visibility strategic theatre, and comparatively less legible at the 
level of general Allied force-wide CBRN integration. 
 

Credibility 
Moderate-
High 

Permanent institutions, rotating multinational formations, 
specialised personnel, biannual exercise cycles, and High Visibility 
Projects impose genuine and sustained sunk costs. The continuous 
adaptation cycle at the COE and within the task force structure makes 
sustained bluffing implausible. The primary credibility gap concerns the 
routine integration of CBRN play into broader non-specialist exercises and 
general combat formation readiness under contamination. 
 

Denial 
Mechanism 

Moderate-
High 

The capability set directly addresses the pathways through which CBRN 
use generates advantage: the exploitation window of operational 
uncertainty, diagnostic delay, casualty overload, command degradation 
and slow recovery. Deployable laboratory capacity specifically reduces the 
temporal interval that gives CBRN its tactical utility against an unprepared 
defender. 
 

Attribution 
and 
Escalation 
Effect 

Moderate 

Sampling, identification, assessment capabilities and OPCW participation 
reduce the scope for ambiguous or plausibly deniable CBRN use and 
raise the anticipated political cost of identified employment. The limitation 
is political rather than technical: translating forensic identification into 
timely Alliance-level response remains contingent on coalition 
management and political will under conditions of deliberate adversary 
contestation, as the Salisbury and Douma cases illustrate.4 

 

Through overall assessment, it becomes apparent that NATO possesses many of the institutional and 

material foundations required for deterrence by denial in the CBRN domain, but the translation of those 

capabilities into a coherent deterrent signal remains incomplete. The Alliance demonstrates substantial 

specialist expertise, established multinational structures and a growing ability to learn from 

contemporary conflicts. However, visibility remains uneven, implementation varies across member 

states, and important questions persist regarding force-wide readiness under sustained CBRN 

conditions. One of the key gaps highlighted in the expert interviews was the apparent view that CBRN 

experts are ostensibly siloed, operate within their own community and do not adjust to overall NATO 

structures and efforts, which may have different priorities or resource allocation. Consequently, the 

NATO case demonstrates that the Alliance possesses many of the necessary preconditions for effective 

deterrence while continuing to face challenges in communication, integration and adversary perception. 

The gap between capability and adversary perception therefore emerges as one of the principal potential 

constraints on the deterrent value of NATO's CBRN posture. With more cautious and deliberate policies 

and practices, it is possible to achieve more effective use and signalling of the NATO CBRN defence 

capabilities. 

  

 
4 One key aspect of attribution/escalation is the context dependency. This assessment is valid in 
peacetime grey zone or false flag CBRN use; however, it may differ in a battlefield setting. In armed 
conflict with an adversary, the political/economic considerations that may hamper attribution or 
escalation could be mitigated or suppressed entirely.  
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7. Conclusions 

The argument developed throughout this paper rests on a deceptively simple claim: that the strategic 

value of CBRN defence is located as much in what an adversary believes it can do as in what it can 

actually materially achieve. That claim, when applied systematically across historical cases and 

contemporary Alliance posture, produces something more complicated than a straightforward validation 

or refutation of deterrence by denial theory. What emerges is a picture of conditional, adversary-

dependent and institutionally mediated deterrence that operates along several distinct pathways 

simultaneously. The effectiveness of this form of deterrence is shaped by variables that existing 

deterrence frameworks have underspecified.  

The first and most fundamental implication concerns the binary character that deterrence theory has 

often assumed. Classical formulations, particularly in the punishment tradition, tend to treat deterrence 

as a threshold phenomenon: the adversary either crosses or does not cross the threshold that triggers 

a defined response. Ukraine demonstrates that CBRN deterrence can simultaneously constrain 

escalation at one level while failing to prevent employment at another. Russia refrained from publicly 

confirmed nerve agent use against military formations; it also employed chloropicrin and riot-control 

agents in thousands of documented incidents. The evidence therefore points to partial deterrence: 

higher levels of escalation remained constrained even as lower-level chemical employment continued. 

The examination of the Iran-Iraq case study presents a structurally different problem, which nonetheless 

contributes to shaping the theory of CBRN defence as a possible tool of deterrence. The deterrence 

signal was never coherently emitted, and the political chain from attribution to infliction of cost was 

severed before it could function.  

The four-criteria framework developed in this paper captures the differences that the adversary-agnostic 

character of much of deterrence theory tends to obscure. Attribution functions very differently as a 

deterrent lever against different countries and actors. China's sensitivity to international reputational 

costs makes forensic capability a constraining instrument. Russia's demonstrated undermining of 

attribution mechanisms and tolerance for international condemnation means that attribution, without 

political follow-through capable of sustaining pressure, does not work as well as political theory would 

suggest. North Korea's military and strategic posture is designed at odds with the kind of shared 

epistemic framework on which classical deterrence signalling depends. Iran's demonstrated willingness 

to absorb reputational costs in its conventional and domestic conduct suggests that attribution potentially 

retains only a residual, CBRN-specific deterrent value, rooted in Tehran's own historical experience as 

a victim of chemical warfare. Asymmetry across the four criteria sets VNSAs apart from every state actor 

examined, as attribution supplies almost no leverage against a target with no territory to defend and no 

international standing, leaving denial to carry nearly the entire deterrent burden. In the current political 

situation, the visibility criterion partially breaks down at the reception stage. Across the five actors 

examined here, the same four criteria resolve into different mechanisms.  

Attribution occupies an analytically uneasy position in this paper's framework. It operates through a logic 

of anticipated punishment: the credible prospect that identification will generate political, economic, or 

military consequences that the adversary must price into its planning, which is not textbook denial logic. 

The two cannot be cleanly separated in practice, as Lupovici's (2023) analysis of coercive instruments 

demonstrates, but the failure to distinguish them analytically risks obscuring where each pathway runs 

and where it breaks down. The critical weakness identified across both the historical and contemporary 

cases, and consistently reinforced by interview evidence, lies in the translation of technical attribution 

into timely political consequence. Detection and forensic identification capabilities have improved 

substantially, but the decision-making process that converts identification into collective Alliance 

response has not kept pace. An adversary that has studied cases such as Douma and Salisbury 

understands that the probability of being technically identified and the probability of facing a coordinated 

political response are not necessarily identical, with the latter often far less likely to happen. 

The interviewees identified exercises as the primary mechanism through which NATO translates CBRN 

defence capability into a credible deterrence signal. One doctrinal practitioner stated simply that 
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“exercises equal deterrence”, while operational commanders reinforced the same point from a different 

angle. They emphasized that CBRN must be understood as an environment affecting the entire force 

rather than a specialism confined to dedicated units. Correspondingly, effective deterrence requires 

demonstrated readiness across the entire enterprise, rather than only within specialist communities 

alone. The same interviewees, however, raised an important concern in this regard, which is that CBRN 

defence professionals operate within a specialised, largely self-referential community. The specialist 

understands the signalling value of a deployable analytical laboratory or a multinational medical surge 

exercise; the authorizing political leadership often does not. Multiple respondents were direct on this 

point: the difference between operational understanding and political communication represents the 

primary obstacle to operationalizing CBRN defence as a deterrence tool. A former senior NATO official 

observed that the Alliance frames CBRN capabilities defensively and protectively rather than 

strategically, and that demonstrating their deterrence value at the political level remains an unfinished 

task. A CBRN doctrine specialist confirmed that the deterrence dimension is recognized within the field, 

but has not yet been integrated into Alliance concepts in a way that drives practice beyond specialist 

circles. 

That isolation has consequences for the Alliance's deterrent posture. NATO has invested substantially 

in CBRN defence institutions, multinational training structures, deployable laboratory capacity, or 

medical surge mechanisms. The Combined Joint CBRN Defence Task Force, the biannual exercise 

cycle or the permanent expertise housed at the Centre of Excellence in Vyškov all represent a level of 

organizational commitment that is not easily replicated or fabricated, which is precisely what Fearon's 

cost signalling framework requires. As multiple interviewees independently observed in different 

registers, the problem is not lack of foundational capability, but rather that the Alliance did not fully 

succeed in ensuring a proper understanding of these capabilities at the level of strategic decision-

makers. Exercises reach specialist audiences and, through intelligence collection, adversary military 

analysts. They do not reliably reach adversary political decision-makers whose calculus deterrence by 

denial is ultimately attempting to alter, nor the domestic political constituencies whose support sustains 

the posture. One practitioner with policy-level experience observed that Russia benefits from the silence 

surrounding its chemical weapons use in Ukraine, and that NATO's failure to control the narrative 

functions as a form of tacit concession. In an information environment where adversaries actively contest 

attribution and exploit evidentiary ambiguity, meaning is competed over. NATO's strategic 

communication gap in the CBRN domain is a structural vulnerability, and the available evidence 

suggests it is being exploited. 

What this paper contributes to the deterrence literature is a specification of the existing framework scope 

conditions. Deterrence by denial requires capabilities and the infrastructure through which capability 

becomes adversary belief. That infrastructure encompasses exercises, doctrinal coherence, forensic 

attribution, political will, and strategic communication, and the weakest link in any of those chains limits 

the deterrent effect of all the others. The CBRN domain makes this architecture visible with unusual 

clarity, partly because it involves capabilities whose strategic relevance has been systematically 

underestimated in both academic and policy discourse, and partly because the evidence from Ukraine 

provides a live demonstration of what happens when individual elements degrade or remain absent. 

The most consequential gap is not in what the Alliance can do but in whether adversaries are observing 

those capabilities and drawing the conclusions NATO intends. Unperceived capability does not deter. 

The central finding of this study is therefore straightforward: CBRN defence contributes to deterrence 

not simply through what it can do after an attack, but through what it convinces an adversary will happen 

before one. Whether NATO can translate that insight into strategy remains an open question. 
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Annex - Interviews 

Interview 1  

4 May 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. A senior officer working in NATO transformation support in the 

field of CBRN defence was interviewed. 

Interview 2  

14 May 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. An officer with background in CBRN defence doctrine 

development was interviewed. 

Interview 3  

14 May 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. An officer working in CBRN defence education and training was 

interviewed. 

Interview 4  

14 May 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. An officer working in CBRN defence education and training was 

interviewed. 

Interview 5  

14 May 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. Former high-ranking NATO official was interviewed. 

Interview 6  

14 May 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. Researcher with background in war studies was interviewed. 

Interview 7  

28 May 2026 
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The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. CBRN defence researcher and development expert was 

interviewed. 

Interview 8  

14 May 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. A senior CBRN defence officer working in education and training 

was interviewed. 

Interview 9  

2 June 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. A senior CBRN defence officer at JCBRN Defence COE was 

interviewed. 

Interview 10  

12 June 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. Senior researcher with background in WMD and CBRN policy 

analysis and development was interviewed.  

Interview 11  

12 June 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. EU project manager with extensive previous military background 

answered questions submitted in written form. 

Interview 12  

16 June 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. A senior CBRN defence officer working in operations support was 

interviewed. 

Interview 13  

24 June 2026 

The transcript of this interview is not included in the public release version of this report and 

will remain in the possession of the Joint Chemical, Biological, Radiological, and Nuclear 

Defence Centre of Excellence. An independent CBRN defence researcher and consultant was 

interviewed. 
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